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Top five questions you should ask
before purchasing a two-factor
authentication solution

You've made the choice to implement two-factor
authentication, but where do you go from there? With the
multitude of solutions available in the market today, how do
you know which is going to be right for your organization?

In this tech brief we will discuss the top five questions that
you should ask before purchasing a two-factor authentication
solution. We will also examine Defender, Dell’s solution

for two-factor authentication, and how it addresses

each question.

1. How is the solution architected and how well will it scale?

Because architecture is the foundation of any solution, it is
important that the architecture of your two-factor solution
will blend well with your existing infrastructure. One of the
first things to consider is where the solution will house all
of the user and token information. Will it be stored in one of

your existing identity databases? Or will it be stored in a new
database that will need to be supported and kept in sync with
another identity store — and thus it's yet another place that a
user will need to be provisioned to? If it is a new database, how
will you manage load balancing and redundancy? Will you
need two or three additional stores in order to scale? Finally,
does it use industry standards for authentication? Will you be
able to migrate to a different vendor with ease, or will you have
to completely rip and replace the entire solution when you are
ready to move on?

Defender bases all administration and identity management
on an organization’s existing investment in Active Directory,
eliminating the cost and time involved in setting up and
maintaining proprietary databases to support two-factor
authentication. In addition, since Defender integrates directly
with Active Directory it scales as you grow Active Directory
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within your environment, making load
balancing and redundancy a breeze.
Defender is also based completely on
industry standards such as RADIUS,
OATH, LDAP and PAM. This enables

easy and fast integration with more
applications and devices, as well as the
ability to quickly integrate with any other
standards-based solution needed in case
of a merger or acquisition.

2. Is the solution easy to administer?

Because administration is done on a
reqular basis it is likely the second most
important factor when determining

if a solution will be right for your
organization. Two key things to consider
when it comes to administration are
availability and ease of use. Is Web-
based administration available, and what
types of tasks can be done via the Web?
What about the admin interface? Is it
easy to use? What type of help does it
have, embedded, online or both?

Defender offers Web-based
administration for token management,

token deployment, real-time log viewing,

help desk troubleshooting and reports.
For the main console, Defender uses
Active Directory’s native administration
tool, Active Directory Users and
Computers (ADUC). Using ADUC for
administration means no new console to
learn, easing the heavy burden placed on
admins when deploying new software.
Defender also provides an embedded
help desk troubleshooter, enabling
administrators to troubleshoot, diagnose
and resolve user-authentication-related
problems with just a couple of mouse
clicks from any browser.

3. How is the solution deployed? Is it
user friendly?

A quick smooth deployment is vital

to the success of any IT project. Any
hiccups can cause both admins and user
aversion, not only for the deployment
but for ongoing use. The most important
question you need to ask around
deployment is how tokens will be
requested and assigned - a critical

success factor and one of the most
time-consuming tasks.

Defender enables users to securely
request and/or receive a hard or

soft token based upon pre-defined
administrator policy. The user can

then assign that token to their account
through a unique secure mechanism,
removing the entire administrative
burden and associated costs of
conventional manual token assignment.

4. What options are available for
tokens, and how are they priced?

Token availability is also fundamental

to the decision on which two-

factor solution will be right for your
organization; not all tokens are the same
even when they look and function in the
same manor. The first thing to consider
is the overall selection of tokens. What
type of hardware tokens do they offer?
USB, credit card style, key fobs? And for
software tokens, do they have one for

all of the different phone operating
systems? And what about SMS, email and
Web-based?

The second question to ask is how tokens
are priced. For hardware tokens, are they
offered on a term basis, say for three,
four or five years, or are they sold for

the duration of their battery life, typically
five to seven years? For software tokens
the same question can be asked: Are
they offered on a term basis, either two,
three or four years, or are they perpetual
licenses that never expire? If they are
offered on a term basis, will a new token
need to be provisioned to the end user
after the term is up?

Finally for hardware tokens you will
want to find out if they are OATH
compliant. OATH is the open standard
for authentication and ensures
interoperability between authentication
vendors using the standard. Choosing
an OATH-compliant solution enables
more choices of token devices as well
as interoperability when it comes to
interfacing with legacy systems or
disparate agencies.



Defender supports any OATH-compliant
hardware token and has relationships
with several major token vendors,
enabling you to choose the best token for
your organization. Defender also offers a
wide range of software tokens, including
all the widely deployed mobile platforms,
SMS, email, desktop and even Web-based
tokens.

All Defender hardware tokens are sold
for the duration of their battery life, and
software tokens have a perpetual license
that never expires. This reduces the cost,
administrative burden and end-user
disruption of re-deploying tokens after
only two, three or four years.

In addition, by offering a universal
software token license, the administrator
can easily reissue the appropriate device
license when a user decides to switch
mobile platforms.

5. What's included in the base cost of
the solution?

Determining the total cost of ownership
for some solutions is quite difficult as the
solution providers hide the true costs
beyond the most basic installations. To
make sure you aren’t nickel-and-dimed
for every little feature, make sure you
discuss the following topics. Agents are
one of the more common hidden costs.
For every device/server that you want

to authenticate with using two-factor
authentication, you need to ensure that
they can use the authentication protocol
of your solution’s choice. In most cases
this will be RADIUS authentication,

but there are some solutions that use
proprietary protocols.

In either case you will need an agent
installed on each device/server that
doesn’t support the authentication
protocol. Some solution providers will
charge you for their agents in order to
support these devices. There are also
some solution providers that charge for
features that make their product easier
to deploy and manage. So make sure to
ask if they charge for add-ons, like user
self-registration and webmail.

Defender has a very simple pricing
model. You pay for a user license

and a token license, either hardware
or software for each user. Everything
else we offer with the solution — token
self-registration, Web administration,
webmail, all agents, etc. — is included.
In addition first year's maintenance is
included with the initial cost, and there
are no maintenance fees on hardware or
software tokens.

Defender software tokens never expire,
and its hardware tokens are good for as
long as the battery allows. Finally, users
can be assigned multiple tokens without
the need for additional user licenses,
enabling you to provide token flexibility
to the user in a cost-effective manner.

All Defender
hardware tokens are
sold for the duration
of their battery

life, and software
tokens have a
perpetual license
that never expires.
This reduces the
cost, administrative
burden and end-
user disruption of
re-deploying tokens
after only two, three
or four years.

In the past, two-factor authentication
solutions have been expensive,
cumbersome to deploy and difficult to
manage, but that doesn't have to be
the case anymore. By asking at least
these five questions of any potential
vendor you will be able to make the
most informed decision on what two-
factor solution is best suited for your
organization.

To learn more about Defender, visit
www.quest.com/defender.
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