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Introduction

Good access control requires managing most entitlements
through Active Directory

Good access control is really a matter of well-managed groups.
Of course, the why and how of access control matter, too, and
I'll cover that in this solution brief. But at the end of the day,
good access control comes down to avoiding the use of local
groups (whether on Windows file servers, in Microsoft® SQL
Server®, in SharePoint®, or elsewhere) and instead assigning
permissions to Active Directory® (AD) groups. In my experience,
you can't hope to really understand, much less control, who
has access to what until you can manage the bulk of your
entitlements through AD.

In this paper, I'll explain why AD groups are at the center of
the access control and governance universe and then explore
what it takes to manage them. | will discuss why and how to
implement group ownership and attestation controls. Also,
we'll look at how much group maintenance can be automated

through self-service access-request handling and policy-based
rule assignments.

You can extend access control to most applications

and technologies.

Not every application can support such an AD-centric
approach to group and entitlement management. Nor will
every IT group agree to it. But that doesn't mean that you must
give up the benefits of good access governance. We will look
at methods for extending your access-control framework to
less integrated applications and technologies and managing AD
securely in such environments.

Access control also requires managing administrative authority.
End-user entitlements aren’t the only story in access control. It's
important to control administrative authority—especially in AD.
Also, given how crucial AD is as the center of enterprise access
control, the manageability of AD becomes an important issue.



Access control

Is about two key
questions: “What
does user X have

access to?” and
"Who has access
to resource Y
and why?”

Good access governance means
cataloging your resources, identifying
the best person to make decisions
about access to each resource, and
then automating as much of that
approval and periodic review process
as possible. AD has emerged as the best
place for most organizations to hold
this information.

In this brief, we'll look at how to
manage AD for security and business
efficiency. Dell is a leader in this area,
and | think you'll be impressed by how
Identity Manager - Active Directory
Edition helps you to implement this
paper’'s recommendations on group
and entitlement management. I'll

also discuss how ActiveRoles Server
and Quick Connect can solve related
critical issues with AD management and
integration to improve overall security
and governance.

Overview: the five commandments
of access control

Implementing good governance in
access control is a matter of managing
groups according to five best practices
of entitlement. | will explain each of
these five “‘commandments” and then
discuss how they are applied to group
management. | will highlight important
caveats and challenges and show how
Identity Manager - Active Directory
Edition and related products can help
you implement the recommendations
and address their inherit challenges.

One: Ensure central visibility of
all entitlements.

The two key questions that you have to
be able to answer

Access control is about two major
questions that must be answered over
and over again during the lifecycle of a
user account, as well as during security
and governance processes:

*  What does user X have access to?

e Who has access to resource Y and why?

Answering these questions in a timely
fashion is crucial to effective governance,
managing risk, and controlling costs. If
an organization must search through
many systems and resource access
control lists every time one of these
questions arises, then governance will
suffer and security risk and operating
costs will increase. The solution is to
implement an access control structure
that leverages the centric nature of AD
so that these two questions can be
answered from within AD alone.

All the other best practices in this

paper will help you answer those two
key questions.

The other “‘commandments” in this
paper are building blocks to this
purpose. For instance, one element

of the next commandment prohibits

the use of local groups in servers and
applications. The organization that
ignores this warning, uses local groups
for entitlements, and tries to determine
what user X has access to must
essentially search through every local
group on every server and application to
see whether the user is a member. But
the organization that avoids local groups
and follows the other recommendations
in this paper needs only to look at the
user’'s group memberships in AD and the
nested memberships of those groups.
From there, that organization can list all
the entitlements of the user—without
ever leaving AD.

Two: Never be redundant.

Redundant groups lead to security
issues and increased costs.
Redundancy is a universal gremlin in

the IT world. The issue ranges from
un-normalized relational databases to
duplicated fragments of code in software.
Redundancy—whether in the form of
data, code or lists of people—causes
problems: all these forms of information
must be updated, and keeping multiple
copies of the same information up to
date is expensive and error-prone.



In access control, that translates to
users with inappropriate access, as well
as increased IT management costs as
administrators hunt down entitlements
and struggle with confusing group and
permission structures.

There are two primary causes for
redundant groups:
e Lack of basic management controls
for groups
» Use of local groups on member servers and
inside applications

Redundant groups can be caused by
lack of basic management controls

for groups.

In my consulting firm's IT audit practice,
we frequently encounter groups with very
similar names and the same (or nearly

the same) list of members. For instance,
we might find a group called "Human
Resources” and another named "HR Dept”
with 90-100 percent duplicate members.
Invariably, IT staff is hard-pressed to
explain the difference in the groups

in terms of entitlements, membership
criteria, or differentiating purpose.
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Figure 1. Use AD groups to manage access.

There is seldom a real answer because
there never should have been two
groups in the first place. But because of
a lack of controls, past IT administrators
were allowed to create groups without
first checking for existing groups that
met their purpose, or such information
was simply unavailable. Administrators
are often unsure of a group'’s purpose
because it isn't documented anywhere
and the original administrator who
created the group is gone.

Dell™ ActiveRoles Server protects AD
from unauthorized and non-compliant
changes. It does so through a proxy
service that allows administrators to
complete their work faster than ever
by implementing least-privilege and
accountability at the same time.

Redundant groups can also be caused
by use of local groups on member
servers and inside applications.
Redundant groups also accumulate in

an organization when, for expediency

or due to lack of training, administrators
create local groups instead of keeping all
groups in AD. Windows member servers
allow you to grant permission to AD

domain groups or to local groups that are

created in the local security database of
that system. Likewise, most applications,

Dell” ActiveRoles
Server protects AD
from unauthorized

and non-compliant
changes.




For systems and
applications that
cannot leverage AD
groups, implement
integration
technologies

such as Quick
Connect, which can
synchronize groups
between AD and
other systems.
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Figure 2. Use a two-level group structure to separate roles and entitlements.

such as SharePoint and SQL Server,

support some type of local group. But

the use of local groupst to control access
to resources creates two problems for
governance, security, and cost:

e Redundant groups—Invariably, a given
set of users corresponding to some role,
team, or responsibility in an organization
needs to be granted access to resources on
more than one server or application. Local
groups are accessible only within the system
or application on which they are created.
Therefore, administrators of each application
or system end up creating essentially the
same group with the same users.

e Lack of central visibility into entitlements—
The use of local groups results in
entitlements being scattered throughout
every system and application.

Eliminating redundancy

To eliminate redundancy, follow

these guidelines:

e Grant permissions to groups, not users. It
goes without saying that you must use
groups in the first place. But I still find
permissions granted to individual users
instead of through groups.

¢ Avoid using local groups. Make a strict

policy to use domain groups for any system
or application that integrates with AD.

For systems and applications that cannot
leverage AD groups, implement integration
technologies such as Quick Connect,
which can synchronize groups between
AD and other systems, or Authentication
Services, which allows Unix and Linux to
leverage AD groups and users.

Identify overlapping groups, and re-factor
and nest where appropriate. An important
part of every access-control remediation
project is to identify duplicate groups

and groups with a significant overlap

in membership. Duplicate groups need

to be merged, and overlapping groups
must be refactored (possibly with some
limited nesting of groups introduced). To
be deemed duplicate, two groups do not
necessarily need to have exactly the same
members. Perhaps the groups should have
the same members but don't because of
the aforementioned problems inherent to
maintaining redundant information. Two
groups may have a high degree of overlap
in membership if they have different
purposes. Examination of the members in
common might reveal a third, previously
unrecognized, role within the organization.

1 This statement does not apply to intrinsic local groups, such as the built-in Administrators

group on Windows systems.



* Use a two-level group structure to
separate roles and entitlements. A group
should either represent the type of users
who make up its membership or the
resource and access granted to the group;
certainly the group can be named after
only one of these. Therefore a widely
accepted best practice is to create two
types of groups. Create user groups to
group users with a common role, team,
department, responsibility, or project; name
the group after that common demographic
(for example, Board Members). Create
resource groups to grant access to specific
resources, and name the group after that
resource and the permission granted (for
instance, Financial Reports - Update). It
is not unusual for the quantity of groups
to approach the quantity of users in
an organization.

»  Document group purpose, ownership,
and details. The criteria for membership
in a user group should be unambiguous.

If the name alone cannot make this
unambiguous, then additional information
should be documented on the group
itself, such as in the description or notes
fields available in AD. Likewise, it should
be easy to understand in definite terms
exactly what a resource group provides
access to. This information usually needs
to be documented on the group, in the

description or notes fields.

Three: Enforce business rules

but handle exceptions flexibly

and securely.

Your access control structure should
reflect the business rules that drive it,

yet remain flexible enough to securely
handle the inevitable exceptions that

arise. When you look at entitlements, the
groups’ names, notes, and membership
should show not only who has access to
what but also why they have that access.
For instance, Deb, Chris, and Terry don't
have submission access to the Marketing
Communications system just because they
are Deb, Chris, and Terry, but because they
are all marketing product managers.

But there are exceptions, especially in
small businesses and divisions. Perhaps
John needs authority to submit to the
Marketing Communications application
because of just such an exception.
Your access control structure needs to
manage such a situation gracefully. You
should not need to create an artificial
group or role just to accommodate an
unusual, “one-off” situation. However,
such unusual exception entitlements
should stand out as such. Figure 3
shows how such an exception might
implemented by simply making John a
direct member of the group Marketing
Communications - Submit.
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Figure 3. How to handle exceptions (like John) securely.

Your access control
structure should
reflect the business
rules that drive it,

yet remain flexible
enough to securely
handle the inevitable
exceptions that arise.




|dentity Manager
- Active Directory
Edition automates
the workflow

processes of
entitlement requests
and approvals.

Unfortunately, AD does not allow you to
add an explanatory note documenting
the reason for or approval to a
membership relationship, nor can you

put an expiration date on the relationship.

These are both examples of the problems
that you can solve with Identity Manager
- Active Directory Edition’s approval
processes and ActiveRoles Server's
temporary group feature.

Four: Require entitlements to
be approved by a designated
data owner.

AD does not provide a way to document
entitlement approvals.

Governance and nearly all regulations
mandate that management establish a
framework for controlling access to the
organization’s information resources.
For accountability purposes,
entitlements must be driven by business
rules and approved by a responsible
business person.

This best practice is particularly difficult
to implement. As noted earlier, AD
does not provide a way to document
entitlement approvals. When looking at
a group, you simply see that a certain
set of users are members. There is

no record of who approved those
entitlements or when they occurred.

Manual workarounds are inefficient and
often ineffective.

Some organizations adapt help-desk
ticketing systems, retain emails, or use
collaboration software to fill this gap.
But these approaches are essentially
workarounds and result in crucial
security information being maintained
manually in a disconnected system.

Automating entitlement request and
approval processes

Identity Manager - Active Directory
Edition automates the workflow
processes of entitlement requests and
approvals. The product's self-service
approach speeds up the entitlement
process while automatically creating

all necessary documentation for
governance purposes and ensuring that
security processes and accountability
are enforced.

Automating the re-certification process
for entitlements

Entitlements need to be periodically
re-certified by attestation of responsible
data owners. This process typically
creates a manual-work burden for

IT staff, in the form of manual report
generation and distribution, as well as
tracking of responses by data owners.
Identity Manager - Active Directory
Edition automates this process; the
solution already knows the information
resources within the organization, their
data owners, and current trustees.

Five: Ensure that job changes and
other relevant events trigger re-
evaluation of entitlements.

A user’s entitlements naturally expand
during her tenure with the organization.
Unless key lifecycle events trigger
re-evaluation, inappropriate residual
access and separation-of-duty issues
will eventually form. These might

go undetected until (hopefully) the
recertification process discussed earlier
catches the problems.

Therefore, organizations must build
triggers into the business processes that
process events such as the following:

¢ Job changes

¢ Termination

¢ Project completion

This is historically one of the most
difficult areas in which to get
cooperation from human resources and
user departments. For that reason and
for efficiency, automatically detecting
these events is crucial. Quick Connect
can monitor record changes in human
resources and other systems and use
that information to automatically make
changes to AD objects or otherwise
trigger workflows.



Dell solutions enable governance, reduce cost and manage risk

Overview of Dell solutions that can help you follow best practices for access control
A number of Dell One Identity products directly address the challenges that are inherit
to access control in the AD-centric organization so common today:

Dell product and description Commandments

Identity Manager - Active Self-service group management and 1-5
Directory Edition attestation for AD
ActiveRoles Server Secure, least-privilege administration and | 2, 3
management of AD
Authentication Services Active Directory Bridge Technology for 2
Unix, Linux, and Mac OS X
Quick Connect Identity and access synchronization for 2,5 E
the enterprise |dentity Manager
- Active Directory
About Identity Manager - Active cannot be accomplished without Ed Ition ma kes It eaSy
Directhy Edition . relinquishing control of AD. for Organizations
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easy for organizations to follow the approval, and attestation to end users 0
recommendations in this paper. and their managers, strong assurances users_lnStead Of
and parameters need to be established |T—t t rmin
In most organizations, IT bears the to ensure that all actions and requests © de S €
burden of determining whether a user’s are fulfilled in a safe and secure manner. Whether users
access requests should be granted, even With AD self-service, the burden of user
though IT lacks the information needed access requests can now be transferred aCCess l’equeStS
to avoid potential compliance violations. from your IT staff to business owners h |. r nt
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Figure 4. Identity Manager - Active Directory Edition includes a summary dashboard
that displays the status of AD group or distribution list attestation.



Good access
governance
involves cataloging
your resources,
identifying who can
best make decisions

about access to
each resource,

and automating as
much as possible
of the approval and
periodic review
processes.

Identity Manager - Active Directory

Edition includes the following features:

e Access request portal—End users can
request AD group and distribution
list access via a customizable online
portal, which automatically flows to the
appropriate group owner in accordance
with established policy. Approved requests
can be automatically fulfilled, removing the
burden from AD administrators.

* AD group attestation engine—Business
managers or group owners can schedule
routine or on-demand attestation of AD
groups and distribution lists, to ensure and
maintain compliance.

e Summary dashboard—A clear and concise
dashboard displays the status of AD group
or distribution list attestation. You can
produce detailed reports for discovery and
to prove compliance.

e Assigned ownership—Ownership of
specific groups or distribution lists can
be assigned to key individuals in the
organization, based on their business needs
and organizational roles, thus reducing the
risk of orphaned groups.

e Customizable portal—You can easily
customize the end-user access-request
portal to ensure usability and adherence to
corporate branding requirements.

e Self-service—Empower your end users
and managers to complete the most
labor-intensive AD group-related tasks
on their own, without administrator
involvement, while leveraging predefined
approval processes and workflows. Full
customization enables you to manage
workflows and retain control over
the parameters.

e Fast time to value—Avoid the challenges
of adopting a customized AD group—
management solution. Dell One Identity
solution’s flexible architecture ensures
that deployment will be a simple
configuration exercise.

Conclusion

Good access control depends on
avoiding the use of local groups and
instead assigning permissions to AD
groups. Good access governance involves
cataloging your resources, identifying
who can best make decisions about

access to each resource, and automating
as much as possible of the approval

and periodic review processes. AD has
emerged as a core repository to hold
this information. But organizations

will experience increased cost and
governance difficulties if the access-
control processes that maintain identity
and access control objects in AD are not
automated. Identity Manager - Active
Directory Edition provides this automation.

Eliminating redundant groups figures
heavily into good governance and
effective access control. However, some
applications and systems still do not
integrate with AD. Furthermore, key
events in the user-account lifecycle
occur outside AD—and historically

lead to inappropriate residual access or
violation of separation-of-duty controls.
Integration products such as Quick
Connect and Authentication Services
solve these problems by synchronizing
changes and automatically triggering
workflows when access-control

events occur.

As the core of identity and access control
within most organizations, AD itself
needs protection and accountability.
ActiveRoles Server acts as a virtual
firewall around AD, enabling you to
control access through delegation,

using a least-privilege model. Based

on defined administrative policies and
associated permissions, ActiveRoles
Server generates and strictly enforces
access rules, eliminating the errors and
inconsistencies that are common with
native approaches to AD management.
Plus, robust and personalized approval
procedures establish an IT process

and oversight that are consistent with
business requirements, with responsibility
chains that complement the automated
management of directory data.

Dell One Identity solutions help an
organization follow best practices
while simultaneously increasing
responsiveness and reducing the
burden on IT.
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