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Introduction

Veeam® Backup & Replication™ v7 takes Modern Data Protection™ to the
next level with features and enhancements that disrupt today's market for
data protection.

Over the last couple of months, the countdown to the new Veeam Backup &
Replication v7 has shown two disruptive innovations, seven market-leading
features and 75+ other improvements.

In this whitepaper, we will dive into many of these additions to the Veeam Backup &
Replication family. After summarizing all of the features, we will investigate what this
means for you, the backup administrator, by comparing how we used to use version
6.5 and how we can leverage v7 to gain better results.

What's new in Veeam Backup &
Replication v7

In version 7 of Veeam's flagship product, Backup & Replication, a slew of new
features are added. The items listed below will be discussed in the next chapters.

2 Disruptive innovations

« Backup from Storage Snapshots
Make backups and replicas as often as every 5 minutes — even during
business hours — with no impact on the production environment and
running VMs.

* Built-in WAN Acceleration
Remove the hurdles to offsite storage with automated, agentless Backup
Copy jobs and built-in WAN acceleration.

7 Market-leading features

« Native Tape Support
Now there is another option for transporting Veeam backups—disk,
cloud and tape. It supports virtual tape libraries (VTLs), tape libraries and
standalone drives. And it's fully integrated into Veeam Backup & Replication
and tracks VMs and restore points across tapes, making restores simple.

« Enhanced support for VMware vCloud Director
Using the vCD API, Veeam will display the vCD infrastructure directly in
Veeam Backup & Replication, backup all vApp metadata and attributes,
restore vApps and VMs directly to vCD, and support restore of fast-
provisioned VMs.
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vSphere Web Client Plug-in
Monitor backups and backup infrastructure directly from vSphere, identify
unprotected VMs, and simplify capacity planning.

Veeam Explorer™ for Microsoft SharePoint
Offers instant visibility into SharePoint backups, advanced search
capabilities, and quick recovery of individual SharePoint items.

Enhanced 1-Click Restore

Improvements enable fast and easy VM restores, and new delegation
options let administrators safely empower business owners for recovery of
their own files and VMs.

Virtual Lab for Hyper-V

Agentless recovery of individual objects from any virtualized application,
automatic verification of every backup, and easy setup of isolated
environments for testing, training and troubleshooting

Virtual Lab for replicas

SureReplica lets you automatically verify every restore point in every replica,
and Virtual Lab for Replicas includes fast, agentless recovery of application
objects (U-AIR®) and On-Demand Sandboxes for testing, training and
troubleshooting.

75+ other enhancements

Backup Copy jobs

Grandfather-father-son (GFS) policy

Automated backup health check and remediation
Backup file compaction

Engine
Hardware-accelerated compression

VMware vSphere
Transparent backup of vCenter Server VM
Enumerated infrastructure objects

Veeam Explorer for Microsoft Exchange

Windows UI
Credentials Manager
1-Click job cloning
Enhanced job grid view

Setup
System Configuration Check
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These new features can be grouped in a couple of categories:

New (downstream) features

Most importantly, Veeam has introduced brand new features that really enrich
the product’s feature set.

In v7, these new features are:

« Backup Copy jobs with Built-in WAN Acceleration
« Backup from Storage Snapshots

« Native Tape Support

These features are game changers and will be discussed in detail in the
following chapters.

Updates for existing (downstream) functionality

A couple of existing functionalities are improved to deliver a better user
experience. For instance, the enhanced 1-Click Restore enables end-users

with self-service recovery. Veeam Backup & Replication v7 includes over 75
improvements. These are enhancements to the product itself, improving on
features such as a grandfather-father-son (GFS) policy, automated backup
health check and remediation, backup file compaction, Transparent backup of
vCenter Server VM, Credentials Manager, 1-Click job cloning, enhanced job grid
view and a pre-install System Configuration Check.

Support for new versions of upstream products

Veeam has introduced and updated support for many systems found in today’s
modern data center, like vCloud Director, a plug-in for the vSphere Web Client
and Microsoft SharePoint with a new Veeam Explorer. These new features give
a deeper and better integration and usability for parts and products of your
production infrastructure. These updates allow you to keep up with the latest
and greatest on virtualization technologies and allow you to use Veeam Backup
& Replication in a wider set of use cases.

Since Veeam released its support for Microsoft Hyper-V, they have been
working to get Hyper-V support on par with the support for VMware vSphere.
In v7, Veeam added Virtual Lab support for Hyper-V backups, which delivers
the same functionality as Virtual Lab for vSphere backups.



Veeam Backup & Replication v7: A VMware Architect’s Favorite Features

2 Disruptive innovations

To best explain these new features, let's compare 'how we did things’ in v6.5 to
v7 using a couple of different scenarios. These scenarios really show how these
new features add value to your backup infrastructure.

Getting backups offsite with Backup Copy jobs and
Built-in WAN Acceleration

How we did things in v6.5

First-off, using Veeam Backup & Replication for offsite replication of backup
files on VMware.

Using the 'replication’ feature in Backup & Replication requires vSphere hosts
(and supporting infrastructure, such as VMFS datastores on local or shared
storage, etc.) on the secondary site. The replicated VMs are stored in their
native format (VMX/VMDK) and aren’t compressed or deduplicated. They
cannot leverage the reverse incremental backup method.

In this scenario, I am assuming there’s insufficient datastore capacity (on either
local or shared storage) available to store the replicated VMs on the secondary
site or no vSphere hosts are readily available on the secondary site. For this
scenario, we rule out the replication job type and use a remote repository to
store the data and rely on Instant VM Recovery™ for making the VMs available
after a disaster. Since there is no major change in the 'replication’ job type, we'll
focus on the new 'backup copy' job type with Built-in WAN Acceleration.

In v6.5 (including Cloud Edition) we had a number of options to our disposal to
replicate backup files to a secondary backup repository:



Veeam Backup & Replication v7: A VMware Architect’s Favorite Features

1. Manually or automatically copying backup files (over the WAN) using
standard Microsoft Windows tools.
This option is only effective when using the forward incremental backup
method, since it produces small incremental files that can be copied
relatively easily.
Using the reverse incremental backup method required you to copy the
entire full backup file every time, since the standard replication tools don't
understand what's going on inside the backup files; the tools have no idea
the bulk of the contents of that reverse incremental backup file are in fact
already present on the remote repository. There's no global or distributed
deduplication. None of the existing automated block-level replication
tooling (like SyncBack, robocopy, etc.) or third-party WAN accelerators
integrate with Veeam'’s distributed proxy/repository architecture and aren’t
intelligent enough to understand the reverse incremental files to do smart
changed block replication. Even those 'smart’ tools need a significant
amount of time (hours to days) to scan the source and destination files
to index changed blocks, making these tools unfeasible from a RPO
perspective. The upside of using an external copy method is that the source
VM is only ‘touched’ once per backup cycle (using a single job to backup a
VM to the local repository and then copying that backup file to the remote
site), which reduces the stress on the production environment.

2. Using a 2nd backup job for each (group of) VMs that need replication
to the secondary site.
By setting up a remote backup repository on the secondary site and creating
a second job for each (group of) VM(s) that needs replication, you are able to
leverage the reverse incremental backup method. All the processing of the data
to produce the reverse incremental backup file is done on the remote repository.
This reduces stress on your primary backup repository (and backup proxy).
This does however require you to ‘touch’ each source VM twice, which possibly
impacts performance and even availability of the production environment. This
might have an impact on your WAN link since the data stream isn't optimized for
slower links.
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3. Using the ‘Cloud Backup’ tool found in Veeam Backup & Replication
Cloud Edition This tool allows you to automatically replicate backup files
to any of the supported storage clouds (including a generic "Windows
File Server’ option) and leverages compression and bandwidth utilization
controls. It has the same drawbacks and upsides with using the reverse
incremental backup method as the first option, but has some integration
with the backup jobs itself (you can chain the backup job and cloud backup
jobs so the latter runs after successful completion of the backup job). It
won't integrate with the backup proxy or understand what is inside the
backup files, so replication might still not be as efficient as possible. It does
allow you to replicate the backup files to a secondary backup repository
without touching the source VM twice.

The hurdles in offsite replication

Basically, there are four hurdles to overcome in order for Veeam to be truly
ready for and completely support off-site replication:

« Touch the source VM only once
To be scalable and have a low impact on the production environment, the
source virtual machine needs to be touched only once, even if the resulting
backup file is stored both locally and remotely. For VMware environments,
this means minimizing the time the snapshot is kept open.

+ Automatically copy only changed blocks to the secondary backup
repository
For this to happen efficiently, the solution needs to integrate with the
backup proxy and be able to look inside the backup files. Then it won't
matter if the chosen backup method is forward or reverse. This will
require the solution to be aware of Veeam'’s distributed proxy/repository
architecture.

- Different grouping of VMs for local and remote jobs
For ultimate flexibility and granular control over your RTOs and RPOs, VMs
need to be grouped differently for local and remote jobs. The local jobs
might be grouped by a functional separation like application type (group all
Active Directory Domain Controllers, group all Microsoft SQL Servers, etc.).
The remote jobs might need to be grouped by a more granular SLA-based
selection, like ‘'RPO = 15 minutes’. This means that a single VM needs to be
grouped in many different ways depending on the job type.

* Network bandwidth management
In an offsite replication scenario, having control over the bandwidth
utilization and optimizing data streams on the WAN link is essential: things
simply don’t work in the same way as compared to a LAN environment.



Veeam Backup & Replication v7: A VMware Architect’s Favorite Features

How we do things in v7

In v7, a number of improvements have been made in the offsite replication
space. Most obvious is the introduction of tape support. For some shops, native
tape support in v7 will be what the v6.5 Cloud Backup feature was to others. To
me, the features are very alike (apart from the physical medium: tape or ‘cloud’)
but may still too limiting for many shops.

While this does not solve any of the problems described above, it does add
some major functionality for those not able to replicate large amounts of data
over a WAN-link due to constraints in bandwidth or cost.

Backup Copy jobs

In v7, Veeam introduced a ‘Backup Copy’ job type. It efficiently writes VM
restore points in a Veeam backup file on the primary backup repository offsite
using a forever-incremental backup method. The great thing is this job type can
look inside the backup jobs and files and enables you to copy specific VMs.
This enables you to use a hierarchy of backup jobs based on application type
(for instance: selection of VM folders inside the vCenter Inventory) and use a
different selection inside the copy job (e.g. importance of the application).

New Backup Copy Job -

- ; Virtual Machines

Add wirtual machines to the job. Consider using corfainers {such as backup jobs, or infrastructure folders) for dynamic selection
————3 scope. No matter how you choose fo select WMs, the job will always get VM data from the exsting backups files.

| m—

Job (Objects to process:
P | oo e S |
@ Baciup Job 225GE Fram Infrastructure...
s | Fram Backup...
Data Transfer From Jobs...
oh Source..

In the new Backup Copy jobs, an object (VM, folder, vApp) can be added from three different sources.

And even better—this type of job doesn’t require you to touch the source
virtual machine twice. The less snapshotting on your production environment,
the better. There are other good things to be discovered about this backup
copy job: you can maintain long-term retention (with support for the GFS
system) whilst freeing up storage capacity, thus optimizing the primary
repository for fast backups and restores.

10
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WAN acceleration

The second fantastic feature is that this type of job has Built-in WAN
Acceleration. Getting backups off site was always very hard to do efficiently.
For big and small shops alike, the amount of bandwidth available for offsite
replication can be very limited and a separate (physical) WAN accelerator adds
complexity and cost. With v7, Veeam has announced their very own Built-in
WAN Acceleration. This is not some OEM-deal: it's purpose-built by Veeam and
optimized for Veeam image-based backup. Best of all: it's built into the product,
agentless and done outside of the backup window.

J Data Transfer
& Chaose how VM data should be transfemed from source to target backup repostory.

|—]

Job

() Direct
The job will send VM data directly from source to target backup repostory. This mode is
recommended for copying backups on-site, and off site backups over fast connection.

Virtual Machines

(® Through built-in WAN accelerators
The job will send VM data to the target backup repository through built-in WAN accelerstors
deployed in both source and target ste. This mode provides significant bandwidth savings.

Source WAN accelerator;
[vBr11( .
Target WAN accelerator:
[vbe21 ) Y

For remote placement of the copied backups, this job type features Built-In WAN Acceleration, which
provides significant bandwidth savings.

Server
ﬁumammmdwmmmmmﬁmmmmmmmmnmw
ii» the managed servers tres in the console.

Choose server:

|TH|m=r vIE
Descriotion:

Mew WAN Accelerator on Primary Stel

Traffic pot : 6165 [

W

TCPAP port to use for data transfer, Ensune this port is open in any firewall between sites.

Streams: E_E

Using mukiple upload streams helos to fully saturate WAN lnks.

Built-In WAN Acceleration has customizable network settings such as TCP/IP port and number
of streams.

11
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Edit WAN Accelerator

i Cache

. Specfy location and se of global cache. Note that a separate cache instance will be automatically created for each cory
i partner WAN accelerator.
iiny

Server [Folder:
I Ve e
Path = Capacity Free
Review CA L8 5GB 40,7 GB
EN 58 9GHB 558 GB
HAoply
Summary

- T |
Cachesize: 501 2 |GB v|
Minimum recommended cache size is 50 GB, which is enough to cache data blocks belonging to
system files of all common operating systems. Lising larger cache improves data reduction ratio.

Built-In WAN Acceleration features a customizable cache to improve data reduction ratio.

Built-In WAN Acceleration is a software-only implementation using a Windows
service and available as an additional role (like the proxy and repository). It'll
read from the primary backup repository and write VM restore points in an
offsite backup repository. If you have different VMs in different source backup
repositories, the Backup Copy job will do global deduplication across these
VMs during transport, essentially giving you a deduplicated copy of those VMs
on the target repository, making the writing of the VM restore points much
more intelligent than many competing solutions.

Off-host backups using SAN snapshots
How we did things in v6.5

In v6.5, there are three ways to transport data from the source datastore via the
backup proxy to the backup repository. These transport modes are:

» Direct SAN access
Data is retrieved directly from shared storage. The backup proxy servers
must be connected directly into SAN fabric.

« Virtual Appliance
Data is retrieved directly from storage through hypervisor I/O stack.
Datastores with processed VMs must be connected to host running the
backup proxy VM.

* Network
Data is retrieved directly from storage through hypervisor network stack over
network using NBD protocol. This mode has no special setup requirements.

12
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The hurdles in off-host backups

One of the major challenges with this approach is the amount of time the
snapshot will exist. The more data needs to be backed up, the longer it takes
for the backup to complete; which will increase the amount of time the
snapshot will exist and with that, the size of the snapshot. Usually, these types
of VMs have a correlation between the amount of changed data and the I/O
workload of the VM. These high I/O VMs pose a challenge in terms of snapshot
removal: there’s a relative large amount of data to consolidate while the VM is
I/O bound. Removing this snapshot can take a long time and poses a risk for
availability of source VM.

How we do things in v7
Backup from Storage Snapshots

The newly introduced ‘Backup from Storage Snapshots’ feature enables off-
host backup functionality and moves the backup workload from the vCenter
environment straight to the underlying SAN infrastructure. Simply put, this
Veeam feature leverages existing storage capabilities (SAN snapshots) and
offers instant VM snapshot commit.

SAN Infrastructure &@- 7
4 (g SAN Infrastructure [[W... T1an Reported Soe  Consumed Space | Provisioning
= HP StoveServ ([T _ian.2003-30.com lefthandretworks:mg: 12: 100,0 GB 21,268 Thn, 75,8 GA Saved
4 WL HP StoreVitua
4 G MG
| i=d |
o |

The 'SAN Infrastructure’ tab in the console displays all storage objects, included SAN volumes.

SAN Infrastructure };l Type in an object narme to search for
4 (g SAN infrastnscture | Bame Esx Sire
ZF HP StoreSey (Fsharepont exxlLsitel.rl 2568
a B HP SteceVietusl
4 [ MG
a=d
ks
| o v_55_1

The 'SAN Infrastructure’ tab in the console displays all storage objects, included SAN snapshots.

Advanced Settings I

Backup | Storage | Motifications | vSphere | Advanced | Storage Integration

Storage integration
|lse storage snapshots
Enable this option to use storage snapshots (nstead of Yiware

snapshots) as a backup source for this job. Using storage snapshots
significanthy reduces impact on the environment .

For each job, the 'Use storage snapshots’ option enables the use of SAN snapshots as a backup source.

13
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The big plus for me is that this feature significantly reduces the amount of time
a VM snapshot exists. Without the backup from storage snapshots, Veeam
needs to read the VM's image from the virtual machine snapshot. In large VMs,
this can take a serious amount of time. By creating a SAN snapshot directly
after the VM has been snapshotted, the consistent state of the VM has been
captured without the need of copying out all the data thus reducing the time
the VM snapshot exists, since the VM snapshot is released directly after the
SAN snapshot has been created, which significantly reduces the impact on the
production VM. The SAN snapshot is then mounted to the backup proxy and

is copied out with no impact on the source virtual machine. Veeam has done

a great job enabling a lot of regular VMware features, such as Changed Block
Tracking (CBT), when leveraging these SAN-based snapshots.

One thing to mention is that since the SAN snapshot is mounted on the backup
server and the VMs are copied out (leveraging CBT), Veeam doesn't actually store
the SAN snapshot itself. This way, you don’t need to build a large chain of SAN
snapshots; you don't need the SAN snapshot after the backup job has finished.
The backup data is stored on the backup repository. Also, the backups are stored in
the Veeam format and not in the SAN snapshot format, making the backup just as
portable as regular backup jobs. This in turn enables the ‘backup copy job’ or any
other type of job / action you currently have in place.

7 Market-leading features

Native tape support

One of the most requested features was the addition of tape support. This
allows organizations to leverage their existing infrastructure to add offsite
backup capabilities. Despite the advances in WAN bandwidth speed and cost,
customers might have other compelling reasons such as compliancy or internal
policies to use tapes. Veeam’s native tape support works with virtual tape
libraries (VTLs), tape libraries and standalone drives.

Very similar to the backup copy job type, native tape support is a ‘secondary’
job. This means it can receive a direct handoff from the backup job to then
write the VM backups to tape. This job type can even be configured to write an
entire backup repository to tape.

In addition to writing backups to tape, you can leverage Veeam'’s backup
infrastructure to copy regular files from any managed server to tape. As an
added bonus, Microsoft VSS will be leveraged where possible to handle any
locked files. Basically, the ‘file to tape’ option will replace lost functionality of
NTBackup or Windows Server Backup.

14



Veeam Backup & Replication v7: A VMware Architect’s Favorite Features

The entire tape infrastructure is displayed in the console for complete control and manageability.

HMedia Set
Specy media sel name and how often a new media set should be sutomatically created.

Madia set name:

Automatically create new media set
® Do not create, gways continue using cument media set
(O Create new media set for every backup session
O Dabyat  [1200 5] |everyday v
O Morttiy [1200 5] |t v|[Monday |

A media set can be created for each new backup session, or a previously created set can be used.

L1+ Retentisn
E] Spectfy the tape retention settings for this media pool.

Name Diata retertion pobcy for this media poal:

) Do not protect data (cychically overwrite tapes as required)
O Protect datafor [1 o] |Weeks il

®) Never overwite data

Tapas

Native tape support includes data retention policy management.

15
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Hedia Pool
Specy medka pools for full and incremental backoup files.

Media poal for full backups:

| 0¥ se Tape backup (HP MSLG3 Seses 1068) v uﬂm |

Tapes: 3
Capacity: 230.0GB
Ramining: 230.0GB

[ Process incremental backup files
Media pocd for incremental backups:

| O#-ste Tape backup (HP MSL G3 Seres: 1068) vl [_g_ﬁum |

Tapea: 23
Capacty: 230.0GE
Resnaining: 2300 GB

The ‘backup to tape’ job includes support for incremental backup files.

Enhanced support for VMware vCloud Director

Previously, Veeam Backup & Replication included the ability to back up virtual
machines managed by vCloud Director. In version 7, this support has been
enhanced to allow for full compatibility and integration with vCloud Director
attributes, such as vApps, metadata and attributes including all vShield network

settings (like NAT, firewall, etc.). This also includes support for fast-provisioned VMs.

vApps or VMs can be restored in a flexible manner: back to the original vApp,

to another vApp, or even to a different vCloud Director environment.

-

18l ope that autamaticall
Select Objects: E 8 &

F g wCloud Director
4 [Foa wmeveddl ssatid
FY & Organization]
4 & Org1vDC1 Add
b 38 Deplay-Linus-01
[ E wipp_Win_ 02
[ % wipp-Linus-D estrop01 -
[ E wipp-Linus-D estrop02 Erclusions...
b 38 vhpp-Linus-Destroy0d
[ % wispp-Lins-D estroy0d + Up
[ % wipp-Linus-Destroy05
[ E wipp-Linus-D estroy08
b B8 vApp-Linus-Destray?
b BB whpp-Linug-Destrop0s
4 g QiglvDC2
[ % wippAwinl2
A % Drganization2
4 Fy QgD
[ % wippiin-003

Remaove

# Down

Recalculats

Tokal size:
| sk + Tvpe inan object name to search for p‘ 44.4 GB

| ak. || Cancel |

The ‘Select Objects’ screen when adding objects to a job allows selection of vCloud Director cells,

organizations, organizational vDCs, vApps and individual VMs
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vSphere Web Client Plug-in

Having a single pane of glass for day-to-day operations, including backup
management, is key for ease of management. Veeam Backup & Replication
includes a plug-in for the VMware vSphere Web Client.

Similar in use as compared to the regular Veeam console, it includes some
features otherwise only found in Veeam's Enterprise Manager for backup
monitoring and management.

vimware: vSphera Web Client #® @
o Hesoy Lz 1 i Viewasn Bachup & Rephcabon
&} Home | Swmmary | SeSings
(3 wCnee
g} Rules and Profiles U Veeam Backup & Replication Sucesstul VM Bakugrs & (86%)
O vCutes renastrates 3 .. I Baciup sares 1 e
| B veeamBaciup & Re l N[ Frowsennns H Vids wilh Warnings 2(22%)
i ——— REposfdy Sefrs F \—
Running jobs o
Heheouled b 2 Falled Viis 1011%)
Eead

The summary page displays a quick overview of successful backups, as well as any warnings and
errors. The overview also lists any currently running jobs.

Further down, a couple of widgets dive deeper into the backup infrastructure.
These display information about repositories, processed and (un)protected
VMs, job status, schedule and duration.

The interface also includes direct links to various reports, such as the 'Protected
VMs Report’ for easy reporting and capacity planning.

Veeam Explorer for Microsoft SharePoint

Veeam has released multiple ‘Explorers’ in the past. These browsers integrate
intelligent and granular restore options with the Backup & Replication product
without restoring or powering on any virtual machines using vPower NFS as
used in the ‘Application Item Recovery’ wizards. There have been two other
Veeam Explorers released: Veeam Explorer for Microsoft Exchange and Veeam
Explorer for Storage Snapshots. In version 7, support for Microsoft SharePoint
is added.

The Veeam Explorer for Microsoft SharePoint features instant visibility,
advanced search capabilities and quick recovery of individual items.

17
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Site
Select Microsoft SharePoint site to restore ibems from.

Select SharePoint site:
Ste Wek: Applcation Fam
il ity /sharepoint SharePoint - 80 SharePoint_Config_a3640ef...
7, SharePoirt - 80 N

The SharePoint Item Restore Wizard recognizes SharePoint Sites automatically.

ﬁaauvdléaﬂﬁﬁ'l&

Save  Send Mton “e foe | Advanced
Dum l‘.lnm:e u:rm varuy tems  Items te Fird

Content Databases Libeary Decurments r. i Restede Took
& JUMI’-E Search Shared Documents
4 WWSS Contentandl || Mame Title Size CresedBy Created Modified By Modified
] sadf 3 SHAREPOINT\sdministrater 2-8-2013 172537 SHAREPOINT adminsteator 2-8-2013 17:25:37

4 [f Content
W Announceme
[P Calendar
B Links
L yShared Docun

All SharePoint objects such as Shared Documents are automatically enumerated and displayed in the
Veeam Explorer.

Specify target list

Specify the list to restore items tos

® Restore to the original list (Shared Documents)
) Restore to the following list:

The Restore Wizard allows items to be restored to their original location or a new location.

Self-service recovery of VMs and guest files

The enhanced 1-Click Restore functionality adds granular delegation options
and a self-service portal which allows end-users full control over their workloads,
applications and data while decreasing the burden on IT administrators.

18
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Virtual Lab for Hyper-V

With SureBackup®, an additional layer of security is added to the backup
infrastructure stack by automatically verifying recoverability of backups and
enabling the use of U-AIR (Universal Application-level Recovery) for quick and
granular recovery of objects from any application. Virtual Lab, the cornerstone
for SureBackup and On-Demand Sandbox, can now also be used with
Microsoft Hyper-V.

Virtual Lab for replicas

With SureReplica, automatic verification of restore points in every replica is added.
This means that the DR site can be leveraged for U-AIR and On-demand Sandbox
functionality, alleviating the production environment of these tasks.

75+ other enhancements

There are countless other, smaller, improvements to be discovered in this new
version of Veeam Backup & Replication.

Backup Copy jobs
Grandfather-father-son (GFS) policy

This retention policy controls data archival requirements by copying and
storing full VM backups periodically.

Target

Speciy the target backup reposiiony. amount of most recent restone points to keep, and rete
———— N can uss map hackup funclionalty o ssed the backup fles,

Baclap pposion:
[vbr21 )
53,8 G free of 59.9GB

Restore gortstokeep: 7 5]

Weekly backup 3 ] Sunday 1100

Morthiybackup: 0 5  Fist Sunday of the month
Quatedybackup: 0 |5  Fist Sunday of the quarter
Yooy backug: 0 5|  Fint Sunday of the year
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Full backup will contan the YM stale from restors point closest (o the speciied tme.
Wkl backup

u“'l'l:l'.'l]

# Day of week
| Frst v | | Sunday
) Day of morth

The Backup Copy job type introduces a grandfather-father-son rotation scheme, which allows
multiple full backup sets (weekly, monthly, quarterly and yearly) to be defined for archival purposes.

Automated backup health check and remediation

Backup files are periodically scanned to identify storage issues, such as bit rot.
Automatic healing fixes corrupt data blocks by retrieving correct data from
the source backup file, increasing the reliability of forever-incremental backup
copies and removing the need for periodic full backups.
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Backup | Storage | Notfications | Advanced |

WM retention
Deleted VMs data retention period: |30 E days

Backup fies
[w] Health check

® Monthyon: |Fouth v |Satudsy  v| | Months. |

O Weekly on selected days: _ Days...
Saturday

Compact full backup file

# Monthly on: _F-:u.nh- W Sﬂtl-“ﬁﬂ:r'
Weekly on selected days:

-
S LITC Yy

Compact is nof required when full backups retention is enabled.

The health check will scan backup files periodically for data consistency.

Backup file compaction

Decrease the size of your backup files by automatically recreating them based
on current data, letting you remove the data associated with deleted VMs
without having to perform an active full backup. This prevents unnecessary
growth of your full backup files over time as VMs are added to and removed

from jobs.
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Backup | Storage | Notifications | Advanced |

WM retention
Deleted VMs data retertion pesod: 30 g days

Backup fies
[[] Health chack
) Monthly on: | Fourth

Weekly on selected days:

3 LI

[ Compact full backup file
® Monthiy on: [me

) Weekly on sslacted days:
Saturday

The compact full backup will recreate the backup files periodically to remove stale data.

Engine
Hardware-accelerated compression

A new default compression level with a proprietary algorithm implementation
leverages advanced CPU instruction sets (SSE extensions). This reduces backup
proxy CPU usage up to 10 times when compared to the previous default
compression level.

VMware vSphere
Transparent backup of vCenter Server VM

The vCenter Server VM can now be backed up without having to resort to
workarounds, such as adding the vCenter Server’s host by IP address and then
configuring a separate job for it.
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Enumerated infrastructure objects

Performance is improved for enumerating infrastructure objects in large
vSphere deployments.

Veeam Explorer for Microsoft Exchange

Support for Exchange 2013 and experimental support for restoring mailbox
items to Microsoft Office 365 have been added. Requires the Enterprise or
Enterprise Plus edition of Veeam Backup & Replication.

Windows Ul

Credentials Manager

One of the improvements with a big impact is the addition of a credentials
manager. This allows any credential used in the backup infrastructure to be
centrally managed and reused for different objects (without entering the
password each time).

All accounts used throughout Veeam Backup & Replication can be managed
through one central dialog, allowing account passwords to be easily updated
when they change.

Manage Credentials
Use this dialog to centrally manage user acoounts used

Account Description

{ B “admin HP StoreVitual

2 administrator Sharepoint

8 root FLR helper appliance credentials
& root vCenter

& vbr21\administrator Windows

? Usemame: |m || Browse...
= Password: |Fom&awgeﬂ&esavedpassnwuﬂa€a&‘hﬁef |
Description:
HP Storelirtual
ok || cancel

For each object requiring credentials, a new account is created. These accounts are centrally
managed and can be used throughout the product.
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Jobs can be cloned with a single click. New jobs are initially disabled, giving
you the flexibility to activate them when you are ready. Requires the Enterprise
or Enterprise Plus edition of Veeam Backup & Replication.

=y Ve
Hgme L Badon Copy
_— V—
off  Seanised | Rl
View | Ve
Sia%sbis Pane
Backup & Replication O Trpe in o sbject mame to secveh fo .
a 5 Jobe = Tt Suatg Lot
i} Backup o Vwars Badop  Stoooed fazen
§& Backup Copy | ] Sharepans Copy Vv By —— - Warn
ﬁ'r“ 1 Shanepoint b Tape Backup g | ¥ 2 oW
4 [§j Basiups il Sestimics Fsded
& De Jeb pragress (B repon
[ Loe 20 heuny taed =
- Disable
Sameary | Clone | ]
Corafion: 000022 ix Delete ‘
Progessngrate; KA |
Battereci: WA F Eda. |
The job clone functionality has also been included in the Veeam console.
Enhanced job grid view
Real-time statistics are integrated into the job grid view for quicker access to
particular job details.
= = Vesam Bacis B Fepbcaton 1= o
@ -u-b_- g Lape u
& et 1] e Teem e [ Vvt Target o e
-1 L et ey Bachur o e «Domatdect» wrld ¥
oy ——— | Srarwcare (o e facp et g “miad s wr [
o8-y e = g s e T
" — T
By Lam 2 2cm St wt e
[ g = H

& et e a2 081011 21 b3S
- T —
e i

o Y————

B, et o i g ol B0 1 TR T

The console will display real-time detailed statistics about running jobs.
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Setup
System Configuration Check

A wizard runs during setup to validate that all prerequisites are met before
installing Veeam Backup & Replication.

L Veeam Backup & Replication Setup [= o
System Configuration Check =
Plaage il while §efup is checking your E-I'E-[tﬂ'lfl}f potential isgtallation problemg, |£‘H

Achon Stans
Microsoft Visual C++ 2010 Service Pack 1 Redstributable Package | G Passed
Microsaft S0L Server System CLE Types ) Falded
Microsoft S0L Server 2012 Management Clbjects € Faded
Microsaft PoverShell v2.0 o Passed
Vour compuber does not meet mnmm r ;
A Gk e Trstal” button to degioy messng featres, | bstad || genn |
s

During installation, a system configuration check is performed. Any unmet software requirements
are installed automatically.

Conclusion

With the release of v7 and its two disruptive innovations, seven market-

leading features and 75+ other improvements, Veeam Backup & Replication
is maturing into true off-site backups for organizations using private
clouds, public service providers using public clouds and hybrid cloud

environments. It's the new features discussed in this whitepaper that make
the backup process much more efficient and give the user a whole lot more
flexibility.

Specifically, having a much more mature feature set for storing copies of your
backup off site instead of having to use a second backup job and moving it
across the WAN unoptimized (with the overhead associated with touching

the source VM multiple times and having to manage a second dataset) is a
big plus for me. As many customers are using or considering off-site backups
the combination of the new Backup Copy job type and the Built-in WAN
acceleration in v7 makes offsite backup easier to implement and manage,
reducing impact on the production environment and making better use of the
existing (WAN) infrastructure and faster local and offsite backups:

25



Veeam Backup & Replication v7: A VMware Architect’s Favorite Features

« Touch the source VM only once

» Decouple the local job and its backup files from the job for placing the
backup off site

« Support for both forward and reverse incremental backups
« Automatically copy only changed blocks to the secondary backup repository

» Network bandwidth management and optimization using Built-in WAN
Acceleration.

Since one of the best features of the product is the Instant VM Recovery using
vPower NFS, it makes sense to utilize Veeam’s backup file format with deduplication
and compression to store virtual machines on the remote site instead of using the
replication job type and waste precious space on primary storage (be it shared or
local storage). With the new backup copy job, Veeam has removed the negative
impact of using a second backup job while retaining and even improving on the
functionality by coupling it with Built-In WAN Acceleration.

Very similar to the backup copy job type, native tape support is a 'secondary’
job which stores a second copy of your backup data and even entire
repositories on tape. Leveraging existing tape infrastructure for compliancy or
internal policy reasons really delivers the full breadth of the offsite backup and
replication feature set.

Add in the new Backup from Storage Snapshots feature, and you'll see that the
impact of creating backups reduces to an absolute minimum: the amount of
time a virtual machine exists decreases to just the amount of time needed to
create a SAN snapshot—usually a matter of seconds. The real advantage here is
the amount of time needed to consolidate the snapshot significantly reduces,
which in turn reduces impact on each virtual machine being backed up.

Veeam'’s new release also provides significant improvements for service
providers. Using the improved Enterprise Manager and features such as
enhanced 1-Click Restore, Enhanced support for VMware vCloud Director,

the vSphere Web Client Plug-in and the RESTful API (with which the service
provider can build their own multi-tenancy) make this version an ideal solution
for service providers and private cloud providers alike.

Veeam delivered a great deal of impressive functionality in their release

of v7, but I would still like to see Veeam fully integrate the different cloud
storage providers from the Cloud Edition into the new v7 ‘backup copy job’
functionality. This way, all the offsite options (remote backup repository to a
secondary site or to a backup/DR as a service provider, tape archive as well as
public storage cloud) are available, albeit each with their own pros and cons
available to me from the same interface.
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