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MSP’S Guide to

Rethinking Backup for the Cloud

A special Report from the editors of RCP
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Here are two dozen tips to help managed services providers make the most of the mind-bending proliferation 
of backup, recovery, availability, storage, archiving, file sharing and disaster recovery options that are enabled 
in the cloud. By Scott Bekker

The rate of innovation around 
backup has been nothing short of 
astonishing in the last decade. The 
explosion of highly available and 
relatively affordable public cloud 

offerings has led to a parallel proliferation of options 
for storing data in the cloud. Lines are constantly 
blurring in the cloud between backup, recovery, 
availability, storage, archiving, file sharing and 
disaster recovery (DR).

Savvy managed services providers (MSPs) are 
constantly finding new ways to turn those possibilities 
into profitable parts of their business. If you haven’t 
rebuilt your managed services to take advantage of 
cloud backup, it’s a great time to start. Even if you have 

a cloud backup, the baseline capabilities are moving so 
fast that it’s pretty much always the right time to take 
another look at the way you’re doing things.

Here are 24 tips for rethinking backup in this cloud era.

1. offer backup
The most basic tip is to make sure your MSP business 
is on this gravy train. There was a time not long 
ago when a good backup-and-recovery business 
line required an MSP to build and maintain its own 
expensive datacenter for off-site backup. No more. 
With a cloud provider for off-site backup copies, the 
capital investment required to get into the backup 
business is pretty close to nil.
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2. make a bundle
Speaking of the business side, one of the best ways MSPs make 
profits is by avoiding a la carte arrangements, and bruising item-
by-item price discussions with customers. Instead, they package a 
lot of services together with one price tag. Cloud backup services 
are a logical service to bulk up just such a bundle. For MSPs who are 
also Microsoft Cloud Solution Providers, online backup is a great 
way to start creating that one-price package that moves the MSP’s 
service away from the standard Microsoft price list.

3. Try a White Label
One more business note, as an MSP, you’re a hot commodity. A 
lot of backup vendors try to sweeten the pot by allowing you to 
label their backup portals and interfaces with your own brand-
ing. Like bundling, it’s another way to keep customers thinking 
about you as their key partner, rather than all the vendors whose 
tools keep things running behind the scenes.

4. Fast Track to 3:2:1
The 3:2:1 rule is a staple of backup literature, but it could be 
an expensive and difficult rule to implement in practical terms. 
Three copies of the data in two different types of media with at 
least one off-site. For MSPs backing up customer data locally and 
to a public cloud, the difficult multi-media and off-site require-
ments are already handled. Consider that many of the major 
public cloud providers back up their data, as well, and you’re 
looking at a lot of built-in redundancy.

5. SLA of Clouds
Maintaining a datacenter is a tricky business. For many MSPs 
maintaining their own datacenters was a challenge due to the need 
to hire datacenter talent, keep hardware up-to-date and match the 
ever larger storage demands. Public cloud providers have all that 
down to a science, meaning they can offer insane levels of uptime.

6. Remember to Back Up Office 365
There’s a widespread belief that for major Software-as-a-Service 
(SaaS) applications like Microsoft Office 365, you don’t have to 
back it up. True, SaaS providers, like Microsoft in the case of Office 
365, do perform some base-level backup of the service, and the 
service uptime is extremely reliable. Yet there are important gaps 
in the vanilla backup coverage that MSPs should look to fill.

7. Ability to Maintain Only Online Backup
A lot of the newer solutions present opportunities for MSPs to 
offer only online backup. For born-in-the-cloud clients and in 
other cases, a cloud-only solution—where the organization’s 
data is exclusively backed up in the cloud—is an option. 

8. WATCH YOUR SPEED
Those cloud-only solutions have one glaring weakness, and 

that’s the speed of recovery. In a real disaster where a bare metal 
restore is required, physics exerts itself. The speed of light and 
the bandwidth of the physical cables connecting the customer 
site to the nearest cloud provider’s datacenters are a limitation. 
Having local backup options (that aren’t also destroyed by what-
ever caused the crisis) can mean recovery in hours versus days, 
depending on the amount of data involved.

9. SUBTRACT SHIPPING TIME
The other side of the coin is that cloud-reliant backup and 
recovery solutions take the shipping time that it takes for physi-
cal tapes from a remote site to the customer site out of the DR 
timeline. 

10. Spin up Virtual Datacenters
A real game changer in the online-only versus local or shipped 
backup tapes debate is the high-availability technology that’s 
part of many virtually focused backup and recovery solutions. 
Those solutions that allow your customer to spin up their entire 
environment in a vendor’s cloud take the whole speed-of-backup 
discussion off the table. If a customer can run its business full-tilt 
in the cloud while the MSP diligently restores the local environ-
ment, it doesn’t matter quite as much if that physical process 
takes hours or a day or two. 

11. Defend Against Ransomware
The constant waves of ransomware attacks over the last several 
years cry out for a three-prong defense—backup, end-user 
training (short version: “If it could be a trick, don’t click”) and 
patching. Regular cloud backup can cover the backup element 
of that ransomware defense strategy.

12. But Don’t Get Complacent About 
Ransomware
Do be aware that a few strains of ransomware, like the Samas 
family, have been known to worm their way into backups. Some 
vendors are concerned that more ransomware will be coming 
with time-bomb capabilities that trigger after a long delay, making 
them potentially very difficult to extricate from backup files.

13. Mind the Air Gap
That ransomware issue raises one red flag about backup and 
recovery with cloud. At least with off-site tape there was an air 
gap aspect to backup, where there was no possibility for anyone 
to interfere with the backup files in an off-site storage facility. 
With cloud, there’s always a connection. That’s something to 
keep in mind for the paranoid. 

14. Merge That Archiving
Archiving has historically been a different process than backup. 
The ability to keep searchable files around for a specified period 
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of time for legal or regulatory reasons is generally a separate 
class of software-engineering problem than backup. Some 
vendors are able to blur the lines with creative cloud solutions, 
or at least bundle products to help MSPs handle both needs.

15. share files
Another area of blurring is with file sharing, where backup 
vendors have file-sharing solutions and elements of the solutions 
can overlap, or at least an MSP can bundle the services into a 
combined offering with enterprise file-sharing features.

16. offer self-service file recovery
A nice-to-have feature of many backup solutions is the ability to 
allow users to perform self-service recovery of individual files 
in the case of accidental deletion or file corruption. With cloud 
offerings, this isn’t always a given, depending on how the back-
ups are created, but some architectures will allow it.

17. start orchestrating
One emerging area is the ability to orchestrate backup and avail-
ability activities through the cloud. A particularly interesting use 
case would be the ability to do something like track a weather 
feed and use things like local hurricane warnings to automati-
cally spin up a hot standby site remotely until the storm passes. 
That’s a bit futuristic, but automation features are becoming 
baked into many cloud technologies.

18. take another look at DR
Back to the MSP datacenter expense issue, MSPs who avoided DR 
due to the expense of maintaining their own datacenters as second-
ary locations for customers now have a lot more options to offer 
DR. A main one is to use cloud backup as the remote location for a 
customer’s DR plans.

19. simplify with draas
Those MSPs who don’t want to reinvent the wheel on creating 
DR solutions of their own based on cloud backup have another 
option. Disaster Recovery-as-a-Service (DRaaS) solutions hand 
the whole issue over to a DRaaS vendor who takes care of the 
cloud backup and presents an interface and tools tailored to DR 
requirements.

20. work directly with the bigs
When it comes to MSPs and cloud backup, a lot of solutions 
involve cloud backup-specific vendors. Behind a lot of those 
solutions are the giant public cloud offerings of Microsoft Azure, 
Amazon Web Services (AWS), Google Cloud Platform (GCP), 
IBM Cloud and others. MSPs can work directly with those vendors 
to tailor their own offerings or for customers who prefer those big 
names. Ironically, expense can be an issue when dealing directly 
with the public cloud giants. The cloud backup vendors know the 

platforms in and out and may have volume-pricing arrange-
ments with the public cloud vendors. MSPs working on their 
own may be more likely to fall into pricing traps triggered by 
unexpected volumes and other issues.

21. support multicloud
Working with one public cloud vendor can be good. Working 
with two or more might be better. MSPs with enterprise 
customers may need to support multiple clouds, say, a combi-
nation of Azure and AWS or GCP and IBM Cloud. Pricing 
pitfalls are more likely to be an issue here, as it’s even harder 
to stay on top of multiple vendor byzantine pricing. Yet devel-
oping that expertise in multiple clouds can only increase an 
MSP’s value.

22. Help with Cloud Moves
Portability issues between public clouds will become more 
important over time. MSPs with the ability to help customers 
move backups from one cloud platform to another to take 
advantage of price differentials or service innovations will be 
in demand.

23. update the plan
A highly valuable service in the cloud backup era is updating 
the backup and recovery, business continuity or DR plan. 
Customers are moving faster than ever, constantly adding new 
cloud services, ramping up their data volumes and becoming 
more reliant on that data. Even a plan that is six months old 
is probably missing some major new data initiative, even at 
midmarket and smaller companies. MSPs who can come in and 
baseline the data environment to help prioritize backups can 
serve as a lifeline. Keeping that plan up-to-date on an ongoing 
basis is another valuable service for the MSP’s bundle.

24. step up the testing
No discussion of backup is complete without a call for testing. 
The same forces that make it a necessity to update the backup 
plan make it an absolute requirement to test the backup 
process. Every new SaaS application in the mix, every new 
source of critical data is a potential breakpoint in a recovery 
scenario. As the backup plan evolves, the recovery-testing 
schedule must keep pace. MSPs that can build testing into 
their service offerings save themselves and their customers 
major headaches in the future. 

Cloud backup is a bewildering and fast-moving technology 
area. That’s a good thing for MSPs who can stop and rethink the 
value that the cloud provides for backup and related services 
and then help dozens or hundreds or thousands of customers to 
realize that value. •

Scott Bekker is editor in chief of RCP magazine.


