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I

t’s probably safe to say that the threats that existed when you first
deployed Windows Server 2003 were minor in comparison to
today, both in severity as well as in number. So, when you made the
move from Server 2000 to 2003, it was no more than a simple upgrade
and you probably gave little or no thought to changes in security
stance. And just like around 2003, today your head is probably filled
with many migration-related topics, such as planning the upgrading,
migrating, or replacement of applications, determining which migration
and/or consolidation strategy is best, timings of server and OS upgrades, users training, preparing support, and more.

With literally
hundreds of
thousands of
new pieces of
malware
created daily,
you recognize
that you’re
going to need
to step back
and take a
look at
exactly what
needs to be
changed.

But 2015 has seen massive differences in the security landscape compared to 2003 – both in the types of threats to the OS and the available
response capabilities built into new operating systems. Looking at
Microsoft’s security bulletins, there were 18 known vulnerabilities that
impacted Windows Server 2003 in just the first 5 months alone. And,
with literally hundreds of thousands of new pieces of malware created
daily, it’s likely you’re already at the point where you recognize that this
time around you’re going to need to step back and take a look at exactly
what needs to be changed to provide your organization a security position that stands toe-to-toe with the current threat landscape.
So, what are your security options and how do they fit into your current
migration strategy?
To provide you with specifics, this paper will use the three basic
approaches you can take after July 14th, each with their own benefits
and risks:
• Upgrade to a new OS
• Migrate workloads to the public cloud
• Delay of migration
It’s important to note, in this whitepaper our goal isn’t to cover how to
plan and implement each approach – we’re under the assumption
you‘ve already come up with your plan and are already under way
implementing it.

1

WHITE PAPER

Instead, we want to discuss the security challenges in each approach,
pointing out weaknesses and necessary steps to ensure your organization remains secure.

Approach #1: Upgrade the OS
This is probably the approach a majority of you is taking. But because
there is no actual supported in-place upgrade path from Windows Server
2003 to Windows Server 2012, the “upgrade” is more a process of taking
the responsibilities of a given 2003 box and assigning them a new server.

Each upgrade
is more than
just moving
old services
onto a new
server.

But each upgrade is more than just moving old services onto a new
server; it’s an opportunity to reassess your architecture, your choice of
server platform, and where servers are located – each dictating an
equivalent accommodating shift in your security strategy and, as part of
the process.
There are a few critical architectural shifts as parts of your upgrade
strategy you’re already considering. Let’s discuss each and what
changes in security should be a part of the planning.
Modifying Server Roles
Upgrade projects include taking the opportunity to make corrections
and consolidate services, which can dramatically change the role of a
server. With improvements in server capacity and performance, as well
as WAN speed and cost, it’s likely you’re going to make a number of
changes, both in potentially centralizing some services and applications
(e.g.: Exchange), while decentralizing others.
For example, take the simple role of a Domain Controller. In 2003,
there was no read-only domain controller (RODC), so you may have
chosen back then to have users authenticate across the WAN. But in
your post-upgrade world, you may be planning on utilizing RODCs,
which changes the role of what was (in 2003) little more than a remote
office file/print server.
To ensure the right security stance, as you plan out the resulting server
roles, look at roles of applications and consider the use of a whitelisting
product when the services (such as a domain controller) are definable.
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Virtualizing It All
Your 2003 servers are likely physical boxes, which may have you
considering virtualizing them. Since virtualization is still primarily about
maximizing virtual machine density while maintaining or improving
performance, from a security perspective, you can’t have a security
solution in place that impedes the server’s performance or consolidation ratios.

Virtualization
brings a lack
of visibility
into exactly
how many
servers there
are in
production.

In the same way you are looking to change your server architecture, it
also may be time to change your anti-virus (AV) architecture. Over the
last number of years, a tremendous evolution in AV for virtualization has
occurred. As you’ve likely experienced, AV traditionally can be known
to tax a machine’s disk, CPU, and memory resources. New breakthroughs in offloaded AV where scanning is performed on a dedicated
VM (rather than using an AV scanner installed on each VM) minimizes
AV’s impact on your virtual environments.
Virtualization also brings a lack of visibility into exactly how many servers
there are in production, so initially getting visibility into those machines is
critical. Proper server security will begin with being able to discover
machines, bringing them under management, followed by the rolling out
policies with security moving with a given VM wherever it goes.
Going Off-Premises
Additionally, some of you may be looking to place either your virtual
environment or the new physical servers off-premises to provide better
centralized connectivity, availability, and management. By going offpremises, the potential exists, as with virtualization, to equally have a
lack of visibility. If you decide to move servers (even physical ones)
off-premises, you need to ensure both on and off-premises servers
alike have security policies applied consistently as you change from a
purely on-premises. architecture

Approach #2: Moving to the Public Cloud
The availability of the cloud as a mature option couldn’t have come at a
better time. Rather than take on the capital expenditure of servers, data
centers, and networking infrastructure, along with the headaches of
support, upgrades, and maintenance, some of you are looking to move
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some of the services your 2003 servers provided and move them to the
cloud where your only concern is the monthly operating expense.
The cloud can provide infrastructure as a service (IaaS), where you may
choose to host your data up in Azure, Rackspace, or other providers,
improving your data availability and accessibility, which lowers operational costs. You can also choose to completely offload on-premises
applications to the cloud to be provided software as a service (SaaS),
with cloud-based applications such as Salesforce, or Office 365.

Your security
needs depend
on whether
you’re using
the public
cloud for IaaS
or SaaS.

In either case, at a minimum, the challenge here is to understand how to
apply proper security policies to public cloud deployments that you have
little insight into, and potentially even less control over. And, if you’ve moved
to cloud-based applications, the challenge is exacerbated because the
additional levels of security that were relatively easy to implement on-premises are even more difficult to apply to cloud-based applications.
So, is it even possible to have a strong security posture in the public
cloud?
It is, but it’s going to take some real focus and some help from thirdparty solutions.
Your security needs depend on whether you’re using the public cloud
for IaaS or SaaS. With IaaS, you need to protect cloud-based servers
and applications the same way you would those on-premises. Just like
with virtualization, discovery and policy management are needed for
any server hosting corporate data and applications. And if your IaaS
extends to hosting virtual servers, remember you are responsible for
securing everything from the Guest OS and above, which brings AV
back into the conversation as well.
Whether you go with IaaS or SaaS, the concept of your perimeter
changes. You’ve heard it said “The perimeter is dead”. Well, it isn’t - it’s
just moved. Because the traditional perimeter is no longer there, you’ll
need to be considering hosted security controls such as application
control, hosted IPS, hosted firewall, and file integrity monitoring to
accommodate this architectural shift.
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If you choose to use the cloud to host your applications, remember
SaaS is merely a consumption model for an application, with the entire
stack managed by the vendor. So you have the least control over
security with this approach. So, in this case, try to find security solutions that augment and add a layer of protection over the SaaS application. Take Exchange Online within Office 365 for example. There are
opportunities to look at email protection solutions to assist with antiphishing, encryption in transit, and identity management – all beyond
that of the foundational email security you get with Exchange Online.

Ensure you
have a good
understanding
of who you’re
choosing as a
SaaS vendor.

Lastly, ensure you have a good understanding of who you’re choosing
as a SaaS vendor. Know what are their security requirements and
controls. Even think about having your own list of requirements and
make sure the vendor fits within, or can accommodate, your own
mandates and policies. If a mismatch, it may benefit you to look at
another SaaS vendor.

Approach #3: Delay the Migration
Some of you are looking at the calendar, watching the end of support
date growing closer and closer, with no idea of what to do, other than
delay. You may have applications that are either home grown, or have
no modern day equivalent to migrate to and, given their importance to
the organization, moving off of those servers – support or not – just
isn’t an option. You need additional time to figure out where to move to,
and what’s the least disruptive migration path to your organization.
Whether the reason is applications, budget, or you simply did not start
early enough, you need to find ways to secure Windows 2003 after
mid-July, since Microsoft will no longer issues security updates. Now,
there are support options for around $200K a year, but even those are
only available to a select group of companies.
So, suppose you don’t upgrade. Just how exposed will Windows
Server 2003 be?
From a security standpoint, this is your weakest position. With no
updates from Microsoft, you’re exposed to any “new” vulnerabilities.
Remember, the day a “new” known vulnerability is shared with the world
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doesn’t necessarily mean that it was created on that day, but that it was
discovered, identified, and documented then. So, judging by the
application of new threats to an operating system as old as Window
Server 2003, it’s evident that most threats that come out past the
support deadline will be impactful against your servers.
So, what can you do to protect your Windows Server 2003 servers?

There’s still
the need for
AV, but that’s
not going to
address new
threats
attacking via
application
vulnerabilities.

There’s still the need for AV, but that’s not going to address new
threats attacking via application vulnerabilities. The answer lies in
shifting your strategy from vulnerability mitigation to threat mitigation. Currently, patching is your vulnerability mitigation strategy –
when a vulnerability is discovered, Microsoft releases a patch for it
and the vulnerability is neutralized. This method is much like trying to
protect your house during a zombie apocalypse by looking for every
entry point into your home (such as doors and windows) and then
blocking them with furniture and wood planks. But in the case of
your Windows Server 2003 boxes, you won’t be told of any new
doors or windows that you weren’t previously aware of and… sad to
say – the zombies will likely get in.
Moving to a threat mitigation strategy is like simply having an ability to
identify anytime a zombie enters into your home and – BOOM! – you
shoot it with a shotgun. You don’t care how it gets in or what it plans on
doing. You only know you can always identify a zombie (they have the
tattered clothes and limp on one leg while moaning…) and you have an
unlimited arsenal of shotgun shells.
How this translates to protecting your unsupported 2003 servers
involves technologies like application whitelisting – where you specify
which applications are allowed to execute on a given server, locking
down the environment and preventing all other code from running on
the server (see? BOOM! Off with the zombie head!).
By implementing a threat mitigation strategy you can have 100% confidence that your server remain secure, even without a single new security update from Microsoft.
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Delaying and Compliance Standards
The other reason to move to a threat mitigation strategy is that once we
move past the end of support date, all Windows Server 2003 instances
will no longer be compliant with those mandates that require patching
against new vulnerabilities.
Why? Because you can’t patch anymore.

While you’re
not patching,
you are
protecting
against new
vulnerabilities
by not letting
them execute
on your
servers.

Threat mitigation acts as a compensating control – an alternate control
put in place that, while not complying the specific standard by meeting
the specific execution method implied, does have the same end result
as the intent of the compliance standard. So, while you’re not patching, you are protecting against new vulnerabilities by not letting them
execute on your servers by implementing a technology like application
whitelisting.

Secure, No Matter the Approach
With the end of support coming in less than a month, every one of you
has some kind of plan in motion to address your 2003 servers – even if
plan is to stay put. It’s imperative from a security standpoint that you
integrate security measure in as part of any migration plans.
Going from simple on-premises 2003 servers to far more complex
architectures using virtualization and the cloud, require new security
strategies that include discovery to ensure every server – no matter
where it resides – is impacted by your security strategy, various implementations of AV to protect against malware, policy management to
provide consistency, and, in the case of SaaS applications, the layering
on of other security services to bring security for your new cloud apps
on par with their on-premises predecessors.
If you’re still in the “we’ll be on 2003” camp, you have still have options
as well to remain secure and compliant, changing how you defend your
servers from malicious code, by moving from patching to whitelisting,
continuing to use Windows Server 2003 with confidence.
So, whether Windows Server 2003 will be a thing of the past, or part
of your future, protecting whatever investment you have, come July
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15th, is a simple matter of looking for, and implementing, new strategies and solutions as an integral part of your approach, to ensure the
systems you will be depending upon to remain operational, do so
securely. n
With nearly 20 years of enterprise IT experience, Nick Cavalancia is an
accomplished consultant, speaker, trainer, writer, and columnist and
has achieved certifications including MCSE, MCT, MCNE and MCNI.
He has authored, co-authored and contributed to over a dozen books
on Windows, Active Directory, Exchange and other Microsoft technologies. He has spoken at conferences such as the Microsoft Exchange
Conference, TechEd, Exchange Connections, and on countless webinars and at tradeshows around the world
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