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Get management behind your identity and access management strategy by
demonstrating how it delivers business value as well as security
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Abstract

For years, identity and access management (IAM) has been
seen as the project of denial, restriction, limitation and
sometimes failure. The processes and technologies required to
enhance security seemed also destined to stifle collaboration
and interfere with revenue-generating work. In fact, at times,
the processes forced employees, partners and customers to
spend precious time searching for ways to circumvent the IAM
infrastructure in order to do their jobs.

With the next generation of IAM solutions, this no longer needs
to be the case. In addition to delivering security, these new
modular and integrated solutions enable the business. For
example, these solutions:

e Enable IT to offload those pesky decisions of who needs access to
what and put them in the hands of business owners who can better
address them

« Empower auditors to get what they need without interrupting
the business

« Enable individual workers to get swift and controlled access to the
things they need to be productive and do their jobs

Therefore, IT professionals tasked with the paradox of securing
the enterprise in the face of declining project dollars need

to recast their IAM projects’ benefits beyond just providing
security. Today, your |AM project can not only solve today’s
(and tomorrow'’s) security threats, but also add business value
through increased operational agility. This white paper
explains how.
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Introduction

Why organizations are reluctant to
invest in IAM

For years, organizations have invested in
monolithic IAM solutions as a panacea
to solve both efficiency and security
issues. But many (dare | say most) of
these organizations have yet to see the
fruits of their investments and labor — in
large part because the |IAM strategy was
flawed from the outset. Many of these
efforts were predicated on the belief that

“if we deploy this IAM product, it will be

used,” which just wasn't (and isn't) the
case. |IAM, properly understood is not a
product; it's a project — and an ongoing
project at that.

In fact, IAM deployments have failed

so often that most organizations today
have either been burned by their own
IAM initiative gone wrong, or they know
someone else who has. In either case,
C-level leaders, finance departments
and auditors are reluctant to invest in
anything related to identity and

access management.

What's an IAM professional to do?

That leaves you, the IAM professional,
tasked with solving both today's and
tomorrow'’s critical security issues — all
without adequate funding. According
to Saugatuck Technology, “spending on
security today averages just 0.0023 of
annual revenue, or the annual operating
budget for government agencies and
non-profits. The impact of this paltry
level of spending on security is keeping
cyber-thieves coming back for more
and will continue making cyber-theft
pay handsomely and with few if

any consequences.”

The solution to this problem lies in
recasting our understanding of IAM
itself. Many people look at security

as an investment in something NOT
happening, as opposed to an investment
in something actually happening (like

revenue generation). In other words,
they look at security investments as
insurance policies, and IAM projects
have been focused exclusively on
solving security threats by controlling
privileged accounts, ensuring swift
provisioning and deprovisioning,
enforcing strong passwords, and so on.

This mistaken understanding of IAM
needs to be corrected. In today’s
world, IAM pros need to present their
IAM initiatives not as products to be
implemented but as projects that can do
both of the following:
« Solve today's (and tomorrow’s)

security threat
¢ Deliver business value by driving

enhanced agility

How to position your IAM request
so it gets funded

| know what you're thinking at this point:
“Sure, Bill, | understand what you are
saying. Rather than beg for IAM solutions
as a security-only play, | should update
my request with how this investment
will make the business better. But that's
easier said than done.”

To be sure, there is no one way to ensure
a successful request. But | can provide you
with several examples of how others have
positioned their IAM projects to ensure
new, additional or continued funding.

IAM improves productivity by providing
easing the delegation of access.

In most companies, the rank and file
employees might schedule their own
travel and complete their own expense
reports, while management get an
executive assistant (EA) who acts on
their behalf. But what if the EA to the
vice president is out sick the day that
the VP needs to change flights while
traveling in the Far East? How fast can
your IT department provide a different
EA with the access required to perform
the last-minute travel change on behalf

1Saugatuck Technology, “Cyber Risk and Spend on Security: How Do You Compare?,”

October 30, 2014.

Share:

f | & in »


http://saugatucktechnology.com/research/latest-research/3054-cyber-risk-and-spend-on-security-how-do-you-compare.html
http://www.facebook.com/share.php?u=http://dell.to/1IGBL06
https://plus.google.com/share?url=http://dell.to/1IGBL06
http://www.linkedin.com/shareArticle?mini=true&url=http://dell.to/1IGBL06
https://twitter.com/intent/tweet?text=White+Paper+-+Enabling+Business+Agility+with+Identity+and+Access+Management+http://dell.to/1IGBL06

of the primary EA? More to the point,
what happens if that timeframe isn't fast
enough and the VP gets stuck overseas
and misses his or her child's baseball
game? Likely, the VP arrives back at HQ
and chews out the VP of IT.

In this situation, what's the value of
being able to reassign or delegate
access rights? Pretty vital. But in reality
this is just a provisioning and access
control function of an IAM solution.

Scenarios like this should help you to
recast IAM as an enabler of business
agility — in this case, by keeping VPs
traveling, but more broadly by keeping
the company productive.

IAM improves agility by putting access
decisions in the hands of the business.
Has something like this ever happened
to you? Marketing, in its never-ending
quest to generate interest and additional
business, launches a new campaign. In
this case, the goal of the campaign is to
drive additional pension contributions,
which are handled by your pension
management application. And lo and
behold, the campaign works like a
charm — except that marketing failed

to forecast that success, and now the
call center is inundated with requests.
Customer calls are going unanswered
because you don't have enough reps
with access to the pension application to
help out.

What if the business, without the

help of IT, could enable access for

an additional set of resources to the
pension management application? In
other words, the line-of-business (LOB)
people do not have to fill out some
form on a random SharePoint site

that gets sent to IT who forwards it to
IT management where it sits because
someone is in a meeting, and so on.
Rather, the LOB manager can authorize
access immediately for the right group
of reps, and it's all logged and audited.
The business gets reps on the phone
faster, sales increase and the business
is ... wait for it ... more agile.

Other options

There are many other opportunities for

an IAM solution to make the business

more agile. For instance:

e Provide a gearbox manufacturer’s design
partner with access to the company'’s
chassis design details through federation
and the partner's own self-service
application, thus streamlining business.

* Enable single sign-on (SSO) to the new
cloud-based lead-nurturing app the CMO
purchased without telling IT.

e Give a ship’s captain access to SAP on his
iPad so he can update the delayed arrival
time into dock when he’s in the middle of
the Atlantic.

« Give the $3,000-per-day consultant root
access to every machine she needs within

|AM can improve
aqgility by putting
access decisions

five minutes of her arrival at work, thereby
minimizing billable delays.

IAM enables mobile and cloud initiatives
by mitigating security concerns.

Still not convinced? Let's look at two

of the most overused tech buzzwords
of the last five years: cloud and BYOx
(where x = device, identity, whatever).

In the hands of the
business.

Undoubtedly, your IT management
team is wrestling with how to best deal
with these phenomena. Perhaps you
have remote sales people who want
their email (which contains sensitive
attachments) on their personal iPhones.
Or maybe a VP received a new tablet

as a birthday gift and wants to use it to
access the financial system.

On the cloud front, maybe you are
dealing with “shadow IT" — various
departments are procuring their own

IT solutions like Campfire for project
management or some cloud-based
marketing automation system. Or
maybe it's as simple as employees
storing confidential material on Box so
they can work on it from home on their
personal computers.

Whatever the situation, when
confronted with these obvious security
gaps, the business people almost always
sing a familiar refrain, "l need this so |
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You can help build
your case for IAM
funding by showing
how having good
access control —
one hallmark

of an IAM

project — enables
BYOx while at

the same time
eliminating 50
percent or more of
the risk of the BYOx
project.

can be more productive and we can
remain competitive.”

And then mayhem ensues.

Again, it doesn’t have to be that way. If
we look at the IAM investment as a way
to enable the business, it can go a long
way to mitigating these security gaps.
For example, when employees use their
own devices for company work (BYOD),
IT typically focuses on the “remote wipe”
capabilities. But you also need to think
about the importance of accurately and
tightly controlling access.

Perhaps this tale sounds familiar:

An employee is hired to job A and
accordingly is given access to
applications Al and A2 and to database
A3. Then that employee transfers to

job B and is given access to B1, B2 and
B3 — but his access to Al, A2 and A3

is not rescinded. Now this employee is
able to access resources he should no
longer use. Eventually this employee
travels and his mobile phone is stolen.
Simply by cracking the phone's four-
character security code, the thieves will
have access to Al, A2, A3, B1, B2 and B3.
Essentially, because this organization
had poor access control, the risk of
BYOD doubles (or triples, or worse).

You can help build your case for IAM
funding by showing how having good
access control — one hallmark of an
IAM project — enables BYOx while at
the same time eliminating 50 percent or
more of the risk of the BYOx project.

Advice from Forrester Research
Forrester Research’s report, “Use
Commercial IAM Solutions To Achieve
More Than 100% ROI Over Manual
Processes," lays out additional advice for
making a case for project dollars for your
IAM project:

You can only garner executive and
business support with quantifiable costs
and benefits. Much like a business plan
for a startup, IAM requires a plan and
cost benefit analysis to justify

spending for a project and garner
executive support.

Using a spreadsheet to quantify the
benefits and costs will force discipline
and give you quantified results — readily
usable in a presentation to senior
stakeholders when asking for an
(increased) IAM budget. To build your
business case for IAM you must show:
¢ How much the company is currently
spending on manual processes.
¢ How you stack up compared with other
companies.
e How leaving security functions
decentralized undermines security.

Conclusion

In today's world, it's mandatory for
organizations to have the right security
policies and practices in place to prevent
intrusions, protect intellectual property,
maintain privacy, and ensure compliance
with corporate policies and government
requlations. Nevertheless, obtaining
approval to move forward with an IAM
project to deliver that security can be

a challenge because of past project
failures. Therefore, IAM pros need show
how IAM technology both delivers
security and enables business agility.

With today’s modular and integrated

IAM solutions, IT can secure data, meet
uptime requirements, satisfy compliance
obligations and increase productivity by
giving users faster access to the data and
applications they need to do their jobs.
For example, by putting control over
access into the hands of LOB users, IAM
enables business agility as well as more
accurate provisioning. By enabling the
organization to make new employees,

2Andras Cser with Stephanie Balaouras and Jennie Duong, “Use Commercial IAM
Solutions To Achieve More Than 100% ROI Over Manual Processes,” Forrester Research,

December 4, 2014.
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partners and consultants productive
faster — whether by facilitating
collaboration with partners, giving a
high-priced consultant the right access
instantly, or ensuring an employee has
the necessary access to cover for a sick
team member — IAM improves agility
and adds business value. The trick is to
change the conversation from restrict
and deny to permit and enable, making
IT the force for "yes” rather than "no.”
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