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No organization can afford to operate without an email 
security strategy. The risk landscape is constantly changing 
with new threats surfacing every day. This white paper looks at 
email security in small and medium businesses, the solutions 
available and what features SMBs cannot do without.
 
Poor performance is a common problem that can plague computer workstations. While IT professionals 
are usually cognizant of how to fix their own machines, it can take significantly more time to diagnose 
and resolve an arbitrary workstation that is sent in to the IT department. Yet this is what system 
administrators and IT managers are faced with all the time, even as harried employees demand an 
immediate fix so that they can get back to work..

In late 1971, a researcher from Bolt, Beranek and Newman (BBN) named Ray Tomlinson sent a text-
based message between two computers sitting side by side in the company’s Cambridge, Mass. 
headquarters. The machines were connected only by the ARPANET, the precursor to the Internet, which 
BBN built for the US Department of Defense.

This seemingly inconsequential moment changed communications forever – because Tomlinson had 
just sent the first-ever Internet-based email. Tomlinson developed email on his own, with no expressed 
need by customers or management. He and his team were simply charged with finding new ways to 
use the ARPANET, so he created email “because it seemed like a neat idea.”

Forty years later, Tomlinson’s “neat idea” has supplanted the telephone as the primary form of 
communication between and within many businesses. But the very qualities that have built email’s 
success among legitimate users – low cost, ubiquity and ease of use – have also made it a powerful 
tool for criminals. Ask the average worker about email, and they are as likely to mention the “dark side” 
of email – spam, malware and phishing attacks – as they are the positive side. And ask the average 
security or compliance officer about email, and they are as likely to complain about outbound email 
threats – information leakage, compliance violations and legal liability from inappropriate content – as 
they are about inbound ones.

The security industry has provided large businesses with effective email security solutions for many 
years. This is due primarily to the heightened sensitivity large businesses have to email risk – particularly 
publicly traded and regulated ones. Email gateway security solutions have proven to be particularly 
effective, because they filter inbound and outbound email traffic at the email gateway, thus ensuring 
that only emails conforming to corporate policy are allowed in and out of the business. Because these 
solutions remove unwanted email before it reaches the email gateway, they also reduce bandwidth 
consumption in corporate networks.

Small- and mid-sized businesses (SMBs) historically have been less aggressive toward email security, 
due to lower perceived risk and a general lack of full-featured solutions suitable to SMB IT budgets and 
environments. Today, however, SMBs are under a constant assault of spam, viruses and other malware 
that can cause significant business harm – ranging from impaired productivity to lost business and 
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brand damage. This has heightened the urgency for SMBs to develop effective strategies for email 
security. Fortunately, there are also email security solutions available today that provide many of 
the features large businesses have enjoyed for years, while delivering the ease-of-management and 
affordability required by the SMB market.

News headlines frequently tout the proliferation of email-based spam and malware. Statistics vary 
depending on the source and state of malicious activity on the Internet, but at any given time 
anywhere from 60% to 97% of all email traffic is unwelcome. For SMBs, spam and viruses have 
traditionally been a nuisance and productivity hindrance, so deploying anti-spam and antivirus 
solutions that could block most of this traffic was “good enough.”
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More recently, however, the threat landscape has changed. Criminal organizations have evolved from 
targeting a select number of large businesses to targeting large numbers of businesses of all sizes. 
SMBs are particularly attractive to them, since they tend to have fewer defenses than their larger 
cousins. And they are targeting SMBs with a broader array of motivations and tools than ever before, 
including:

 › Traditional spam attacks

 › Malware attacks, where emails include malware as file attachments or links to malicious 
websites

 › Phishing attacks, to trick recipients into visiting spoofed websites that request personal identity 
information or download malware onto the computer

 › Spear phishing attacks, which are targeted attacks on specific “high value” people; these attacks 
are designed either to steal personal identity information or to gain control of their computers 
so they can be used to penetrate corporate networks

 › Directory harvest attacks, where spammers unleash a wave of emails at an organization with 
common names in the email addresses, in an attempt to identify valid email addresses

 › Denial of service attacks, which aim to shut down a company’s ability to use email by 
bombarding email servers with a flood of messages

The potential damage from these attacks extends beyond traditional “nuisance and productivity 
impairment.”  They can also cause more serious problems including data breaches, financial loss, 
compromised customer information, compliance violations and brand damage.

In many cases, malware is designed to provide criminal organizations with control over the infected 
computer. They may do this to steal personal identity information, to add the compromised machine 
to a spam botnet, or to use the computer to gain access to valuable data residing on a corporate 
network. For an SMB, this data could be in a customer or employee database, or on the networks of 
partners or customers to which the SMB has access.

Outbound email represents another set of risks for SMBs, including compliance violations, legal liability 
and general business damage from information leakage and inappropriate email. Many SMBs today do 
not monitor outbound email, nor do they have acceptable use policies in place, so they are virtually 
unprotected against these risks.

To combat modern email threats, SMBs need to deploy comprehensive and cost-effective email security 
solutions that can cleanse both inbound and outbound traffic, to reduce overall risk to the business.

The changing risk landscape
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As mentioned earlier, comprehensive email gateway security solutions were once only viable for larger 
businesses, due to their expense, complexity and the risk/reward characteristics of the market. Today, 
however, cloud based solutions have made email gateway security readily available to SMBs 

 › All infrastructure requirements – including ensuring redundancy, scalability and high 
availability – are the responsibility of the provider. 

 › Management is minimal and there are no on-premise hardware or software requirements. 

 › The most attractive aspect of the hosted model – that the solution is hosted and managed by 
a third party

Common forms of email security solutions
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Most email gateway security solutions will include anti-spam and antivirus engines. However, truly 
reducing email risk requires a number of additional features that address the full spectrum of threats 
posed by inbound and outbound email. Key features to consider when evaluating gateway solutions 
include:

 › Configurability – Ease of use is important, but it should not come at the expense of 
configurability. The email security gateway solution should have enough configuration options 
so SMBs can customize the solution to their specific business requirements.

 › Multiple antivirus engines – Defense-in-depth strategies were once only available to large 
businesses. Today, however, SMBs should seek similar capabilities. Because no antivirus engine 
is perfect, SMBs should adopt email gateway security solutions that use multiple such engines 
to improve overall antivirus effectiveness.

 › Filtering for email exploits – Antivirus engines block known malware. Email exploit engines 
detect unknown malware. They do this by analyzing suspect code and determining whether 
or not it has the characteristics of malware. This is a critical capability for SMB email security 
solutions because it defends against “zero-day threats” – that is, malware that has not been 
seen before. This type of threat is increasingly common today and cyber criminals often 
engineer malware to be polymorphic, so it changes structure from machine to machine to 
evade detection by antivirus engines.

 › Anti-phishing engine – These engines reveal the true domain names of spoofed websites 
promoted in phishing emails. This decreases the likelihood of the user falling prey to a 
phishing attack.

 › Intelligent spam filtering – Anti-spam vendors are notorious for publicizing inflated 
effectiveness rates. For SMBs, it is important to focus not just on detection rates, but also on 
the corresponding false positive rate. These rates have a direct correlation – the higher the 
detection rate, the higher the false positive rate, and vice versa. Since a single false positive 
can be far more damaging than allowing multiple spam messages to enter the network, it is 
important to be able to configure the spam filter so it strikes the right balance to protect the 
business, while enabling fluid communication. The anti-spam engine should also be able to 
“learn” from user behavior so it does not impede the flow of business communication. 

 Key features of an SMB email gateway security solution
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For example, “Vicodin” and other painkillers are common in spam solicitations, but in health care 
organizations they are also the topic of legitimate email correspondence. A good antispam engine 
should be able to learn the difference between spam and legitimate emails in this type of situation 
so it does not bog down the business with excessive false positives. And finally, the anti-spam engine 
should be able to receive updates automatically from the vendor to keep pace with changing spam 
techniques. This way it will remain effective when new forms of spam appear, as we have seen in recent 
years with non-delivery-report, attachment or image-based spam.

 › Self-service spam quarantine – Maintaining spam quarantines is a tedious, low-value activity 
for ITadministrators. An effective SMB email gateway security solution will provide self-service 
quarantine administration, so end-users can review their own quarantines and unblock or 
delete messages themselves. This frees IT personnel to focus on more value-added activities, 
which is especially important for SMBs with limited IT resources.

 › Data loss prevention (DLP) – As mentioned earlier, outbound email presents a broad array 
of risk to SMBs. Employees accidentally or intentionally leaking confidential or inappropriate 
information can lead to lost business, public embarrassment, compliance violations and even 
legal exposure. SMBs should look for DLP functionality in their email gateway security solution 
so they can mitigate these risks through a combination of attachment and content filtering.

Key features of an SMB email gateway security solution
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While the email threat environment has never been more hostile for SMBs, there also has never been 
such a wide array of email gateway security solutions priced and configured for the SMB environment.

This paper identifies a core set of features that any SMB can use as a checklist to ensure that their email 
gateway security solution truly mitigates email risk. And for SMBs, mitigating the risk of financial losses 
and brand damage is always a “neat idea.”

Conclusion
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ControlEmail is a highly intuitive and adaptive cloud-based security service that enables you to 
easily manage and protect your email systems from one console. Our solution uses traditional and 
cutting-edge technologies to enhance email protection, and features built-in continuity that ensures 
uninterrupted service if your email infrastructure is offline. The option to add archiving, which is fast 
becoming a business necessity, is also available.
 

Learn more:  
www.controlnow.com/controlemail/wpfreetrial
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