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FIRESIDE CHAT PAPER

Based on a Fireside Chat webcast on migration theory, practice

and technology featuring Nick Cavalancia, Techvangelism, and
Chris Clark, CEO Trusted Data Solutions.

f you need to migrate your email archive from on-premises to the

cloud, wouldn’t it be great to have an EASY button to push. Presto!

Archive migration is done.

Unfortunately for IT professionals there is no EASY button. As

the saying goes, it’'s complicated.

That was a key takeaway from a recent Fireside Chat webcast featuring

Nick Cavalancia of Techvangelism, and Chris Clark, CEO of Trusted Data

Solutions. They have both done email archive migrations and based on

their experience it is never easy. Clark was emphatic that if a consultant

tells you it is going to be easy, you better get that in writing.

Diverse and sometimes archaic or corrupted data formats are things

that make archive migration complicated. But the good news is that while

it is never going to be easy, careful preparation and planning can help

you achieve a Zen-like balance between effortlessness and disastrous.

“One would think you get a migration
tool, you point it at the source data then
you point it at the destination environ-
ment and press start,” explained Nick
Cavalancia of Techvangelism. “In concept
it seems like that’s all it really should be.
But there’s so much more that needs to
be addressed before you select a tool.”

The webcast focused on what IT depart-

ments need to consider when they are first

tasked with doing an email archive migration.

10 QUESTIONS TO MAP OUT YOUR
MIGRATION

Cavalancia presented 10 questions
designed to help IT professionals under-

stand the scope of the project they are

facing. He recommends getting the
answers first before starting a search for
a migration tool or consultant.

1. How do users currently access
archived data? Is it already at a portal?
Are there multiple different platforms? Is
it in a public folder? How they are access-
ing it today matters because when you do
a migration, you want to assure that the
data is available during the migration as
much as possible.

2. What administrative access do you
currently have to the archived data? Can
you get access to the raw data itself?

Is it on a platform where users can do
e-discovery? What options do you have

to export the data?
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3. How long will it take to move the
data out? This is another big factor. Just
trying to figure out how long it will take
to extract the data, let alone migrate it.
Everyone thinks about the migration,
not everyone thinks about the extraction
portion prior to the migration itself. How
long does it take to get it out of where it

is presently?

the mailbox and let it extend out as an
older dataset inside that, or do you want
to utilize it as a separate archive. Think
about e-discovery, and whether you need
to have legal holds or not. All of those
things come into play.

7. How long do you need to keep data?
It really comes down to an issue of cost.

The cost to maintain the data, cost to

HOW SHOULD YOU REMOVE THE OLD ARCHIVE
DATA? THIS IS ACTUALLY A LOT HARDER THAN

YOU THINK. —NICK CAVALANCIA

4. Will all the same data be necessary?
Just because you used to keep it
archived, let’s say five years ago, that
doesn’t mean you need it today. So, one
of the factors that is going to come into
play is how to whittle down and get what
you truly need for the business, once you
have the new archive set up.

5. What features and functionality do
you have with your current archive? Just
so you can figure out when you’re going
to the new one, do you have an equivalent
for instance. Do you have some sort of
alternate functionality that you can utilize
as necessary”?

6. What do you actually need with
your archive? The reason for asking this is
to stimulate thinking ahead about what
platform you are going to with the migra-
tion. For example it might be Office 365
because you already have your email
there. But is that where you need to be
going? Are you planning on using

Microsoft’s old mentality of just stick it in

manage the data, cost to get rid of the
data.

8. How should you remove the old
archive data? This is actually a lot hard-
er than you think. You may be thinking
that it’s simply about the age of the
data, it’s not. Because it’s not data that
you’re archiving, it’s valuable informa-
tion that you’re archiving. This really
becomes a question of what is in the
archive. Then you determine from there
what you should be removing and what
you shouldn’t. It’s a very detailed
answer over just going, ah, anything
over seven years. That’s not the answer,
necessarily.

9. How much does your data archive
currently cost? Think about cost. How
much does it cost now? How much is it
going to cost on the new platform? You
suddenly see the cost go up to keep it
somewhere new. You might have to figure
out, well, maybe we should look at what

data we should be removing.
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10. Finally, what tools are you going to
use to move the archive? Will it facilitate
all of the things covered in the questions
above? Will it facilitate all the functional-
ity? Will it help you eliminate the data you
don’t need to retain? Is it going to make
sure you move every bit of the data, and

maintain data fidelity?

TAKING AN EMPIRICAL

VIEW OF YOUR DATA

In the Fireside Chat, Clark made a case
for empirically looking at the data in the
existing archive before planning how to
migrate it. In 95 percent of cases, he said
validation queries prove that the client’s

initial estimate of how much data is in

“THE JOURNEY MATTERS AND YOU'RE GOING TO
FIND OUT A LOT OF THINGS IN YOUR MIGRATION.

—CHRIS CLARK, CEO, TRUSTED DATA

In reviewing these questions, Chris
Clark, CEO of Trusted Data, added that he
often sees IT departments focusing on the
destination, for example a cloud archive,
before they begin to consider how they
are going to get there from the typical
on-premises archive. Figuring out how to
actually do the migration often comes up
late in the planning when it would be
better to start thinking about it early.

“The journey matters and you’re going
to find out a lot of things in your migration,
probably that you didn’t know because
invariably, the first question we ask is why
are you moving?” Clark said. “Why are you
moving your archive and many times
either there are performance issues with
the current archive, known issues with the
current archive, many generations of
sources have gone into the archive. It’s
good to have situational awareness of
what you have up front because that will
dictate many, many decisions and a lot of
the process going forward. It’s not a trivial

event, in moving your data.”

their archive proved to be much lower
than what was actually there.

“If there’s a difference between what
you think you have and what you have
when you do some analysis, that starts to
flag the why issues,” he said. “Why is that
the case? You start to pull on a string
that can lead to some very troubling
revelations. What you think you have in
terms of data is not empirically accurate.”

Clark offered the example of an
enterprise client that estimated the
current archive had 150 million to 200
million messages. When Trusted Data did
its empirical analysis it found twice that
number.

“That’s a non-trivial deviation,” he said.
“What happened was there were several
issues that had occurred in the indexing
of the archive over time that took a fault
and compounded it. So that was a real
eye-opener to the client. It wasn’t
necessarily a technology flaw or bug.
They had upgraded many times. They

had plugged more sources to it over time.
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There were ongoing mistakes that were
compounded. These are the types of
unintended consequences.”

If the organization wants to migrate to
a new archive because data retrieval from
the old archive is too slow, the reason for
the poor performance may influence plan-
ning for the new archive. For example, if
the data has ballooned over the lifetime of
the archive - in one instance an organiza-
tion made the decision to archive all voice
mail - it may be holding more data than it

was ever architected to handle.

“It’s not like copying data. It’s literally
reading the way it sits on the original
archive, somehow unpacking that, turning
it into something neutral that can be put
into a format that’s fit for purpose to
wherever the target archive is. The target
archive has a data format it wants to see
for each of the messages. So there’s a data
format conversion process. It’s not just
migrating. Migrating is just moving it from
point A to point B. If it were that easy we
wouldn’t be having this discussion.”

When it comes to converting emails

“IT'S NOT LIKE COPYING DATA. IT'S LITERALLY
READING THE WAY IT SITS ON THE ORIGINAL
ARCHIVE, SOMEHOW UNPACKING THAT, TURNING
IT INTO SOMETHING NEUTRAL." —CHRIS CLARK

Cavalancia said part of the problem
comes from thinking about migration
tactically. How do we move the on-prem
email archive to Office 365? But what is
missing is strategic planning starting with
the kinds of data the organization needs
rather than just throwing everything into
the archive as if it all had the same value.

“Somebody comes to me with a 10 to
50 terabyte migration, we don’t really
think about it that way,” Clark replied.
“That may be 15 billion emails. So effec-

tively we’re migrating 15 billion things.”

THINK BEFORE YOU MIGRATE
Those 15 billion things often include
emails from several generations of
systems and are in proprietary formats.

“It’s not like it’s open,” Clark explains.

to the data format the target archive
requires, in his experience about 80
percent will go through fine. But the other
20 percent may be problematic. Also
some of it may be corrupted and may
need to be stored outside the new archive
where IT may only try to recover it if there
is a pressing business or legal need.

“We have some customers that
migrate that data to a pool where if they
later need it they can go in and remediate
it,” Clark said.

Cavalancia said that organizations
need to make decisions on what kinds of
data they will actually need to move to
the new archive. Do you need emails in
archaic proprietary formats that go back
30 years? One caution is that part of the

migration planning is not an IT issue. IT
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needs to have the business side make
those kinds of decisions, which may be
based on legal or regulatory issues bal-
anced against the cost of migrating and
storing billions and billions of emails.

In planning for the new archive, Clark
suggested making things easier for the
next migration.

“The best advice | heard, is when you
go into an archive, you need to know how
you’re going to get out,” he said. “That
will help with the next generation of

migration.”

emails were problematic and are in
separate storage. That’s the most import-
ant thing to the business. You have to be
able to prove that you did due diligence.
Get the business side involved in the
diligence. Let the business decide what

to do with corrupted data.”

ABOUT TRUSTED DATA
SOLUTIONS

For more than two decades, Trusted Data
Solutions has led the market in legacy

data management. As foremost experts

“THE BEST ADVICE | HEARD, IS WHEN YOU
GO INTO AN ARCHIVE, YOU NEED TO KNOW
HOW YOU'RE GOING TO GET OUT." —CHRIS CLARK

Cavalancia provided a checklist for
planning a migration:
e Start with the business requirements
> HR, legal, compliance needs
» Consider accessibility to the data
during and after the migration
e Ensure that the process is legally
sound (a process that proves data
wasn’t altered)
» Chose a tool/partner that addresses
more than just the move
Clark stressed the need for document-
ing the process. “One of the most valuable
components is the documentation of the
process and the results. X number of

messages were migrated. Y number of

in backup tape restoration, email
migration, and voice retrieval, Trusted
Data continues to be the preferred choice
for eDiscovery companies, corporations,
government agencies and legal firms that
require a trusted partner for their data

transformation initiatives.

Find out more:

www.trusteddata.com
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