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What is Lessons Learned Information Sharing? Information Sharing

LLIS 5o

The national, online network
of lessons learned, best
practices, and innovative
Ideas for the emergency
response and homeland

security communities

Online since April 19, 2004,
with over 47,000 members.

Over 13,000 documents
currently available, including:

= 675 after-action reports
= 1,600 state and local plans

= 800 LLIS.gov original content
documents
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LLIS.gov serves as both a comprehensive repository for preparedness

information and a network for sharing expertise.
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a-. Homeland
Security

The Department of Homeland Security,
Federal Emergency Management Agency,
National Preparedness Directorate
IS responsible for assisting states and local jurisdictions to
prevent, to plan for, and to respond to all-hazards.
www.dhs.gov
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= OQOriginal Research
— Methodology

— Examples

= Content Repository
— Content Types

— Content Organization

= Network
— Member Collaboration

— Qutreach and Partnerships
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These four types of original
content capture expertise
and innovation at the state

and local levels.

NP Lessons Learned
@ FEMA | Information Sharing
!"*3:-.713“& LLIS.gov

BEST PRACTICE
”‘“‘ Lessons Learned
@ FEMA |Information Sharing

LLIS.gov

LESSON LEARNED

The research agenda is set by the LLIS.gov stakeholder community
of federal, state, and local homeland security professionals.

@ Lessons Learned
w FEMA |Information Sharing
= LLIS.gov

GOOD STORY
ROV Lessons Learned
@ FEMA |Information Sharing
6’)'1\0\\‘\* LLISgOV

PRACTICE NOTE

All original content is
validated by subject-matter
experts before being
posted on LLIS.gov.
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LLIS.gov Original Research Information Sharing

LLIS

LLIS.gov researchers work with subject-matter experts to produce four
types of original content:

Best Practices: peer-validated technigues, procedures, good ideas, or
solutions that work and are solidly grounded upon actual experience Iin
operations, training, and exercises

Lessons Learned: knowledge and experience, positive or negative,
derived from incidents and historical study of operations, training, and
exercises

Practice Notes: an innovative practice, procedure, method, program, or
tactic that an organization uses to adapt to changing conditions or to
overcome an obstacle or challenge

Good Stories: exemplary initiatives that have shown success in their
specific environments and that may provide useful information to other
communities and organizations
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Best Practices

Y tesmonsiosrned ol A Best Practice series
" Continuty S, Information Sharing * ey _
i e contains documents

Infrastructure " Stabe and Local

Exacutive Offices

BEST PRACTICE

that examine a specific

topic and links to
Comment on this Document
Radiological Dispersal Device Incident Boet/view addidonal add |t|0na| resources
Response Planning: Overview View PDF
:U (File Size: 185 KB) Subject-Matter Specialists d i i
1 ana inrormation
- PDF i Adob =
&7 Date Published: 12.Jan 2007 Borobat o o ebe e T
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5t apstract: Pre-incident planning and training can facilitate preparedness for, response to, %I ical eSt raCtI CeS I n C u e-
cnl and recovery from an RDD incident. This Best Practice series supports jurisdictions’ Er?nlnja?’g:?cyaPrler?a?':aC;ness
o pre-planning processes by providing information on basic radiation concepts and RDD State of Washington, !
P classification, use, and effectiveness. This document describes the major issues that Departrnent of Health M m b
otH emergency managers and responders may face after an RDD event. It discusses the Steven Crimando e er COI I “ I Ients
pul essential elements for establishing a minimal RDD emergency respanse capahility. Director of Training, Aew
Co Related D " Jersey Division of Mental
= elated Documents: Heaith Serveies-OTE b' A I'
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OE L Professar, Johns Hopkins .
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prd Environmental Protection
pa L Emergency Response Guidance for the First 45 Hours After the Outdoor Agency: Radiation Glossary
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Related Practice Notes:
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ﬁ Radiation Monitoring at Fire Stations
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RELATED TERMS FRIMARY

a7 DISCIPLINES
% Lessons Learned o
.| Information Sharing

s ® Veterinary
2 LS !

= Avian Influenza

® Tahlatop Exercise

" Animal Disease
Surveillance

LESSON LEARNED

Pandemic Influenza Planning: Collaboration with Agricultural
and Animal Health Experts

SUMMARY

Regional pandemic planners should consider engaging applicable agricultural and
animal health experts te ensure that poultry and avian species diseasa surveillance
and response efforts are linked te public health planning.

DESCRIPTION

The Louisiana Department of Health and
Hospitwia/Difice. of F.mb“c Hea-lt."_'l E?EPSGFEd 2 Louisiara’s Office of Public Health
senes of pandamic influenza tabletop exercises Region VI is located in Alexandna,
(TTx) throughout the state from December Louisizna, and includes she parishes
2006 to February 2007. On January 31, 2007, of Avoyelles, Catahoula, Concordia,
the Louisiana Cffice of Public Health (QPH) Grant, LaSalle, Rapidas, Vernan,
Region VI conducted a TTX in Alexandria, LA. and Winn,

TTX participants represented 5 state

organizations and 37 regional and local organizations. The goal of the TTX was to
engage community partners in a discussion of Emergency Support Function (ESF)-8
{public health and emergency medical) roles and responsibilities, expectations. and
anticipated challenges in the face of an influenza pandemic. One TTX objective was
to assess the familiarity of pandemic influenza planning ameng internal (ESF-8) and
external stakehsolders, The TTX scenario consisted of a severe influenza pandemic
emarging in [n]-7] 'Flegn:m V.

Region VI

The TTX participants noted that if a pandamic began with an outbreak of avian
influenza within the US, response efforts would require the collaboration of a range
of partners and entities. The agricultural and animal health sectors would be key
partnaers in the event of an outbreak of avian influenza, The TTX after-action report
(AAR) recammended that OPH Regien VI should incorparate state and lacal
agricultural and animal health experts into regional planning efforts, These experts
can healp discuss how the survelllance and response to an avian Influenza outbreak
would differ from a pandemic influgnza response. The AAR alse recommanded
additional waorkshops and exercizes to assess the adequacy of pandemic influenza
plans and procedures for an avian influenza outbreak,

Regional pandemic planners should consider engaging applicabla agricultural and
animal health experts to ensure that poultry and avian species disease surveillance
and response efforts are linked to public health planning,

Context:

During a tabletop exercise,
participants in Louisiana
realized that a response to
avian influenza would require
a range of organizations and

individuals.

Lesson Learned:

Pandemic planners should
engage agricultural and
animal health experts to
ensure disease surveillance
IS linked to public health.
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RELATED TEEMS PRIMARY
iy DISCIPFLINES
® Nudlear Safery _+-—-¢~G Lessons Learned AR R R
e &% Information Sharing e
Mzterials S iLis. Public Heald

® Waste Disposal ® School Safety

PRACTICE NOTE

Prevention and Mitigation: lllinois’ Orphan Source Recovery Program
High School Initiative

PRACTICE

The Lllincis Emergency Management Agency'’s [IEMA) Orphan Source Recovery Program
High Scheol Initiative removes excess, unusaed, and unwanted radicactive materials from
public and private middle, junior high, and high schecls as well as community colleges

and universities in Illinois.

DESCRIPTION

High school chemistry and physics laborateries frequently
contain small amounts of radioactive materials, the
majority of which has not been used for years. The
improper management of these materials could result in
unnecessary radiation exposure for school faculty, staff,
and students.

In the summer of 2006, IEMA’s Bureau of Environmental
Safety introduced the Orphan Source Recovery Program
High Scheool Initiative. The program collects excess,
unused, and unwanted radicactive materials from public
and private middle, junior high, and high schools as waell
as community colleges and universities in Illinois. Some
materials collected include chemical compounds that
contain cesium, barium, cobalt, indium, thorium, or
uranium as well as various s=aled sources.

The Orphan Source Recovery Proegram High Scheaol
Initiative wtilizes a health physicist and two engineers
from 1IEMA’s Bureau of Environmental Safety to identify
and to properly remove radioactive materials, Once
removed from a school, radicactive materials are placed
in safe storage until they can be relocated to a waste
disposal facility.

The Orphan Source Recovery Pragram High Schesl
Initiative is woluntary; schoel administrators must request
collection of materials by contacting the IEMA Bureau of
Envirenmeantal Safety and completing an Qrphan Seurce
Identification Sheet. There is no cost to schools to
participate in the program.

Examples of radioactive
materials removed from an
Hlinois school by IEMA,
Source: [llingis Emergency
Managemant Agency.

The United States Nuclear
| zsion defines

an cml‘ar‘ S0uUIte as a 52a Ed
source of radioactive material
contained in 2 small velume
that is:

= In an uncontralled condition
that requires removal to
pratect public health and
safety from a radiclogical
thraat;
Controlled or uncontrolled
but for which a respansible
party cannot be readily
identified; or
Conzrolled, but the
material's continued
security cannot be assured,

Practice:

The lllinois Emergency
Management Agency
removes excess, unused,
and unwanted radioactive
materials from middle, junior
high, and high schools as
well as community colleges
and universities.
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Good Stories

RELATED TERMS PRIMARY . .
P TR Program Overview:
* Target Folder % Information Sharing -~ H—geiey
® Target Hazard Site T Lus i

GOOD STORY
Chemical Detection and Response Enhancement for Transit Systems

SUMMARY

Argonne National Laboratory, in conjunction with the Department of Homeland Security
(OHS), the Federal Transit Administration (FTA), the Office for Domestic Preparedness
{OCP) and with support from other national labs and private industry partners, has
developad and implemented a chemical warming and response enhancement system to
assist transit secunty officials and emergency responders in the event of a chemical release
in a subway system. Thae system is called PROTECT (Program for Response Options and
Technolagy Enhancements for Chemical/Biclogical Terrerism), and & combines detectors,
cameras, and software to alert security officials quickly of a chemical release and provide
emergency responders with tools to speed and improve their response.

BACHGROUND

On the morning of March 20, 1595, members of a Japanese religious cult boarded a number
of trains inside Tokyo's subway system and punctured bags containing deadly sarin nerve
agent. The sarin immediately began making passengers ill. but authorities did not begin
receiving emergency calls until a half hour after the sarin had been released, and trains
carrying the gas continued to operate and carry passengers for as long as one and a half
hours after the release. The attack killed twelve people. caused thousands more to seek
maedical attertion. and revealed the vulnerability of public transit systems to acts of
bErTarEm.

Tha attack also demonstrated the need for advanced. coordinated detection systems for
zhemizal agents. By 1938, Argonne and Sanda Natcnal Laborataries, in collaboration with
the Department of Energy’s (DOE's) Chemical/Bizlogical National Security Program (now
DHS' Science and Technolegy Directorate). had begun development and testing of
PROTECT. a comprehensive chemical detection and response enhancement system. In
2001, PROTECT was successfully tested in one major US metropolitan subway, and in 2003,
it became fully sperational.

GOALS

PROTECT s cbjective s to provide transit secunty officials with notification of a chemica
relaase. The systern also enables culside emergency responders to coordinate an effective,
rapid response through its advanced command and contrel software showing hazard zones
in conjunction with its networking and information sharing capability.

S The PROTECT program is a

chemical detection, warning,
and response system to assist
transit security officials in the
event of a chemical release in
a subway system.

Goal:

PROTECT provides transit
security officials with
notification of a chemical
release and allows
responders to coordinate a
rapid response.
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= Original Research
— Methodology

— Examples

= Content Repository
— Content Types

— Content Organization

= Network
— Member Collaboration
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LLIS.gov houses after-action reports on domestic and

International incidents and exercises.

Examples include:

u TOPOFF 4 QUiCk LOOk AFTER ACTION QUICK Look
National - 2007 RS

= California Wildfires
San Diego - 2007

After Action Report

GE SYonM - 2007

Disaster

= |ce Storm
Greene County, MO - 2007

LOS ANGELES COUNTY
OPERATIONAL AREA
EMERGENCY OPERATIONS CENTER

= 2005 Hurricane Season
Gulf Coast - 2005

The Radiological Accident in
Samut Prakarn

~'OPERATION
= Operation Double Header D®UBLEHEADER
Los Angeles County, CA - 2006 _ AFTER ACTION o,

REPORT ﬁ

JJJJJJJ , 2007

LOS ANGELES COUNTY
OPERATIONAL AREA
FUNCTIONAL EXERCISE 2006

» Radiological Accident
Samut Prakarn, Thailand - 2000

{NEMA %
— =<
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LLIS.gov houses emergency plans from state and local

government offices as well as other public institutions and
private sector entities.

Key feat f thi :
ey features of this page State and Local Plans

= Plans are searchable by T D
state

= |ncludes Best Practices,
Lessons Learned, Practice
Notes, and Good Stories
relevant to EOPs and
emergency planning

= Displays pertinent federal-
level plans and planning
guides

= Provides links to additional ==
resource pages |




Document Library

LIBRARY
BY DISCIPLINE

BY PUBLISHER
BY INCIDENT
BY CONTENT TYPE

LLIS.gov houses federal
guidelines, local
emergency plans, after-
action reports, and other
homeland security-related
documents that are easily
found in the library.

Lessons Learned
Information Sharing
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National Response
Framework

HOMELAND

SECURITY
Target Capabilities List
A companion to the N Guidc]

g San Diego County o the National Preparcdncss Guidclines

o Firestorms ‘?%

7 After Action Report 5. Dapartmant of Homeland Security

Black ICE

Bioterrorism

FE FEDERAL RESFOMSE TO
HURRICANE
KATRIMNA

LESSONS LEARNED

Januar y 2008

.4 Homeland
G Security

n!
e
g 'j
AR

FEBR

¥ T0dEn
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LLIS.gov organizes information into topic-specific pages that serve as one-
stop shops for users to access, share, and discuss key emergency response

and homeland security issues.

Pages include:

= Recent news and incidents

= LLIS.gov original research
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Recent Incidents

LLIS.gov features up-to-date
Information on recent incidents

FLoODS

FACT SHEET
Key Facts About Flood Readiness

Preparing for a Flood

and links to related lessons

- )
Johnson County Emergency Management cEtens
y y s Ft_'ien:l to
511 South Capitol Street, Towa City, IA. 52240 e
PH: (319) 3566028 e vith a
FX: (31%) 339-61%% o
a trikes.
-mail: dwilson o cojobaon.isus befora
RE CE HT IHCI D EHTS HURRICANE - FLASH FLODD - FIRE - HAZARDOUS MATERIALS SPILL - EARTHOLAKE - TORNADD - WINTER STORM nstzble

about

YOLIF :

Before a Flood

Family Disaster Plan wsce

gy

here will your Disaster can strike guickly and without waming. It can force
g Family b2 when vou to evacuate your neighborhood or confine vou to your pears
dizaztar ztrike=7? Thay | home Whatwould youdo ifbasic services—wat

Residents Race to Fill Sandbags as Flooding
Threatens North Dakota

 checkng the Flood Insurance

. | radic
urements to reduce your nak and

le to flooding hould

Related £{fS Content

Flood Preparations to Think &bout

Fact Sheet: Kev Facts About Flood Readiness

Your Family Disaster Plan

Flood BResponse Plan Spring Flood Control

4 1] L

could be anyahere—

Hanm i Il oou Find
zach sther? Wil you
know if your children

ars safe?

electicify or telephones—were cut off7 Local officials and

reliefworkers will be on the scene after 2 disaster, but they b backng up nto the drams of st by
cammotreach evervone night away.

e E owWn
Families can—and do—cope with disaster by preparing in 1 from entenng the building
.ad‘.'a:f:e aw:. working together as ateam. .f.oll.?w the steps li seepage
lizted in this brochure to create vour famuly's disaster plan.
Enowing what to do 15 wour best protection and your lood Insurance Program!
rasponsibility. ar

P - nes on hand along with plasne ballens
h get 1t brought to your sie m an kel of 2

rv of your property and contents
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Member Collaboration
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Collaboration tools, such as the member directory, AskLLIS

forum, secure email, and message boards, connect

jurisdictions from across the country.

LLIS.GOV MEMBERS AND DOCUMENTS BY STATE

Arizona (AZ)

Members {373)
Daocumients (86)

Close

B (2% LLIS Forums

= new Forum

C4# Mew topic new posts E Rernove forum from watch list |;? Edit forum or topic
[8] ~dd forum to watch list [ Delete forum or topic

[C2k General Discussion

Please conduct general project discussion in this forum, 3 5 03/11/2009
04:08 PM

Bl =

General message board forum for all LLIS.gow members, 65 zq7 D3/07/2003

11:25 AM

Bl [

(2 *QRAC WEBSITE FORUM

This "forum® and the materials within are only visible to members of the QRAC channel.
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LLIS.govy Channels

sharing information through targeted member communication

Greensburg, Kansas Tornado
Lessons Learned

IS.gov | Channel

Document and Resource Library

W Pictures W Reports

Ws  PBriefings W Incident Report/Timeline

W Mews Publications

Wiew all
Recent Documents Most Viewed Documents
5 Most Recently Added | RCELU R T2 Months 3 Months |

Incident Report Incident Report
Greans burg Shows Way to Recovery Timeline
Hills Woman is a Lion of Aid Gresns burg Shows Way to Recovery
Slamnmed by Tornadoes, 2 Kansas
Towns Forrm Bond
USDé Making Mortgages Accessible to Hills Woman is a Lion of Aid
Disaster \ictims

Search for a Document Within this Channel:

Search I
Member Search Upload Documents
Enter a portion of a last name to search Contribute to the Greensburg, Kansas
for a specific Channel member: Tornado Lessons Learned Channel,

upload documents below:

Search Miew @l

Advanced Search

Channels are distinct areas
of LLIS.gov dedicated to

specific communities and
topics of interest.

The LLIS.gov Team can
help communities create
specific Channels. The
users who establish these
Channels have full
administrative control over
the Channel content and
membership.
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In addition to monthly newsletters covering events and new

Information on LLIS.gov, the optional LLIS.gov Dispatch provides
targeted, topic-specific notifications of new, relevant documents.

L L 15 Dispatch Subscription

Below you'l find a list of LLIS. gov content areas which members can subscribe to. Once subscribed, users will he naotified through a personalized
newsletter of new content posted on the LLIS. gov systermn which pertains to their areas of interest. Please return to the "Settings" area ofthe site in
arder to adjust your preferences at amytime.

PRIMARY DISCIPLINES FEATURED TOPICS

[ ] Community Preparedness A [ ] Community Preparedness A
Ermergency Cormmunications Critical Infrastructure

[«] Emergency Management [ ]Cvber Security

[ |Emergency Medical Services [ |Exercise Planning and Prograrm Managerent
[]Environrental Protection []Disabilities and Special Meeds

[ |Federal Homeland Security Official [+] Geographic Infarmation Systems

[ |Fire [ JHurricane Preparedness

[ ]HazMat fwiIncident Managerment

[ |Healthcare [ ]Interoperable Comrunications

[ ]Law Enfarcernent [ ]Mass Evacuation

[[Mass Care and Human Services []Pandemic Influenza

[ IMental Health [ ]Planning

[ ] Military " [ ]Private Sectar "

Ernail update rate; Every | 2 |» | week(s)
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The Outreach page
allows members to

Outreach

&n essential aspect of the L4475 gov mission is to facilitate communication with and among our members, ©n this page, the 1 t d
LEF% gov Team would like to make ourselves and our resources as available to you as possible, If you have any questions, CO I II I l n I Ca. e an
camments, of events at which you would like the LLF5 . gov Team to present, please contact the Cutreach Team at

B collaborate directly with

Access an archive of all L4715 gor
® December 2008 L0735 gor Mews|etter, 07 Jan 2009 P e P S LR

® A Co-Ordinated Response to Major Disasters, Crsis Response

e pedetter = Browse and add items to the
=

Cctober 2008 1 1
Semaniac7o0s nationwide events calendar
LiF5 gov strives to provide a comprehensive list of emergency

Sugust 2008
rezponse and homeland security-related conferences, eusrcises, jELEZZDDEIlJSS
trainings, meetings, and ather events throughout the country, et
Browse through the calendar below to find events you may want to

IO = Download LLIS.gov outreach
e September 2007

Pvaust 2007 materials

Miew More

Email Announcenents " Find an arChiVe Of LLIS.gOV
= LISFA Page and Mew Loak an nouncements

Announcement, 07 Gct 2008
22 Jul 2008
The Lif5.gow team travels around the country speaking and = Irportant Motice on 2005 o
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Feedback Tool

Lessons Learned
Information Sharing
LLIS ;

LLIS.gov encourages members to contribute documents

and actively seeks user feedback.

. Lessons Learned
M FEMA | Information Sharing

LLIS.gov

Sharing Information...Enhancing Preparedness...5tre

CHANNELS | DIRECTORY | EVENTS

> Submit Content

Please let us know about lessons learned, best practices,
and

innovative programs in your jurisdiction by clicking on the
appropriate area below:

> Lessons Learned
> Eest Practices
d Storie
- M
> After-Action Reports
> Other Document

Contribute to other sections of LLIS.gov.

» Add Events
# Add Links

> Submit Feedback
Tell us what you think about Lessons Learned fnformation

Sharing (LLIS.gov). We're always loaking for suggestions ta
Imprave,

= Contribute
documents and
ideas for future
topics

= Provide direct
feedback on
LLIS.gov content
or technical issues
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Emergency Management: Establishing a
General Purpose Workiforce (20 Mar 2009)

Mass Evacuation: Providing Muzzles and
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Mar 2009)
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Lessons Learned Information Sharing is the
national, online network of lessons learned, best

practices, and innovative ideas for the emergency
response and homeland security communities.

= LLIS.gov provides users with an accessible,
online community of experienced professionals.

= LLIS.gov is secure, free, and easy to join.

Enhancing

» LLIS.gov houses a comprehensive document Preparedness

library that includes federal guidance, state and
local plans, after-action reports, and original
research.

Register at www.llis.gov

Strengthening
Homeland Security
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Contact Information Information Sharing
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Jennifer Smither

Lessons Learned Information Sharing
4075 Wilson Boulevard
Arlington, VA 22203

Phone: 703.203.7024
Email: jsmither@llis.dhs.gov William Windle

Government Program Manager
Phone: 202.786.9658
Email: william.windle@dhs.gov

Michelle Ufner, Ph.D.
Project Program Manager
Phone: 703.676.7273
Email: mufner@llis.dhs.gov
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